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I TI's $6.5 Billion Deal 

In deciding to buy out its 
long-time rival National Semi- 
conductor, the Dallas-based 
Texas Instruments will gain 
the ability to offer a wider 
variety of products for the 
healthcare, telecommunica- 
tions, and other industries. 
The Santa Clara, Calif.,-based 
National will receive $25 per 
share for the deal. "Our two 
companies complement each 
other very well," said National 
CEO Don Macleod in a press 
release. "TI has much greater 
scale in the marketplace, with 
its larger portfolio of products 
and its large global sales force. 
This provides a platform to 
enhance National's strong 
and highly profitable analog 
capability, power manage- 
ment in particular, leading to 
meaningful growth." 



I HP Offers Tools For 
"Instant-On Enterprises" 

HP has updated its portfolio 
of information services and 
launched an "Instant-On 
Enterprises" initiative to sup- 
port them. The solutions are 
designed to help businesses 
get a comprehensive grip 
on an ever-growing mass of 
business-critical data. Touted 
as a "holistic" approach, the 
combined products include 
solutions for data lif ecycle 
maintenance; records manage- 
ment; data backup, archiving, 
and retrieval; and structured 
information management. 



I Level 3 Communications 
Acquiring Global Crossing 

Known for raising $14 billion 
as a startup company in 1998, 
Level 3 Communications has 
become a leader in broadband 
Internet, data, voice, and video 
services in the Americas, Africa, 
Asia, and Europe. Now Level 
3 plans to acquire competitor 
Global Crossing, an international 
company with offices throughout 
the Americas, Asia, and Europe, 
in a roughly $1.9 billion deal. 
According to Level 3, the com- 
bined companies will expand 
their global reach to more than 70 
countries. In addition to adding 
greater networking capabilities in 
areas where the two companies 
overlap, Global Crossing has 
fiber cable across the Pacific that 
Level 3 does not have. 



llg, designed to deliver better 
security to enterprise businesses 
with SOA (service-oriented 
architecture) installations. The 
product provides what Oracle 
calls "out-of-the-box integra- 
tions" with other llg products. 
Oracle also updated the Express 
Edition of its database software; 
Oracle Database llg Express 
Edition Beta (aka Oracle Data- 
base XE) is the company's free 
offering for small organizations, 
the educational market, and 
entry-level or training use. 

I Microsoft Launches Intune 
For Businesses Large & Small 

Microsoft's now-live Windows 
Intune is designed to deliver 
cloud-based IT management 
and security capabilities to 



I Broadcom To 
Acquire SoC-Maker 
Provigent For $313M 

Broadcom, which manu- 
factures semiconductors for 
wired and wireless commu- 
nications (most notably cable 
and DSL modems, wireless 
routers, and TV set-top boxes), 
will acquire the Santa Clara, 
Calif ., -based Provigent for 
$313 million in cash. Provi- 
gent makes SoC (System-on- 
a-Chip) solutions for the wireless 
industry, chiefly supporting back- 
haul capabilities for cellular and 
mobile broadband networks, in- 
cluding those using WiMAX and 
LTE (Long Term Evolution) 4G 
technologies. Broadcom's called 
the deal a "merger" and provided 
no details about what will be- 
come of the Provigent brand. 

I Oracle Updates Enterprise 
& Entry-Level llg Software 

Oracle recently released 
Oracle Enterprise Gateway 



f T Windows Intune 



PC Management and Security 



Nev/i Windows Intune is now 
commercially available in over 30 
countries, 

Windows [ntune simplifies and 
helps businesses manage and 

secure- PCs using: widows cloud 

services and Windows 7 — so 
your computers and users can 
operate at peak performance 

from virtually anywhere. 

Windows [ntune is a 

comprehensive soiution that 
brings together cloud- based PC 
management and endpoint 
protection with upgrade rights to 
Windows 7 Enterprise and future 
version of Windows. 



businesses with few or no IT per- 
sonnel, or businesses that have 
employees who work remotely 
or in the field. Windows Intune 
provides a browser-based inter- 
face that enables IT personnel 
to manage computers from 
virtually anywhere. The product 
can also be used for companies 
that provide IT services to other 
companies. In a press release, 
Microsoft cites an IDC study 
showing that businesses saved 
$702 per computer per year 
using Windows Intune Beta. 



A 30-day free trial is available 
through Microsoft. 



I Dell Launches Leaner, Meaner 
PowerEdge Microservers 

With cloud computing and IT 
virtualization needs (as well as 
tightening budgets) in mind, Dell 
designed its newest PowerEdge 
C line of microservers (models 
C5125 and C5220) to meet "the 
unique demands for building 
out shared and cloud computing 
infrastructures by allowing ap- 
plications to run on individual 
dedicated physical servers with- 
out compromising on price, 
power, or density," according to 
Dell's press release. Dell defines 
its microservers as servers that 
are scaled down to meet the 
demands of businesses where 
"multi-core CPU architecture 
and extensive virtualization 
are overkill." 




I IBM Buys Company 
With Eye Toward 
Smarter Buildings 

IBM will buy the Las Vegas- 
based Tririga, a software 
company focused on 
IWMS (Integrated Work- 
place Management System) 
solutions, in order to bolster 
its Smarter Buildings initia- 
tive. Part of IBM's Smarter 
Planet business, which IBM 
anticipates will be worth $10 
billion by 2015, the Smarter 
Buildings initiative offers new 
solutions that work with existing 
building automation software 
in order to design more energy 
efficient office buildings. IBM 
says that the Tririga purchase 
will benefit the initiative in the 
areas of real estate portfolio 
management, capital project 
management, and energy and 
environmental sustainability 
monitoring and management. 
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I Trend Micro & Radialpoint 
Team Up For Security 

Computer and Internet secu- 
rity company Trend Micro is 
teaming up with digital home 
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services (networking, home 
theater, etc.) provider Radial- 
point to develop and release 
home services-related security 
products internationally. The 
first product, Managed Internet 
Security, will combine Trend 
Micro's Titanium Maximum 
Security product with Radial- 
point's Digital Home Services 
Platform; the first customer 
for the product will be Virgin 
Media in the UK. 

I Verizon Releases First 
4G LTE Smartphone 

The ThunderBolt by HTC has 
the distinction of being the first 
4G smartphone from Verizon 
Wireless, which in past months 
has aggressively expanded its 
AG LTE (Long Term Evolution) 
networks and now provides 
LTE coverage in 39 markets and 
60 airports. The ThunderBolt 
runs the Android 2.2 OS and 
features a 1GHz Snapdragon 
processor, 8GB memory (with 
support for a 32GB microSD 
card), and the ability to create 
an 8-connection Wi-Fi hotspot. 
Verizon expects to offer nation- 
wide LTE coverage by 2013. 

I Ingres Outlines Cloud 
Strategy, Introduces SkySafe 

Ingres, known for its 
VectorWise database 



technology for interactive 
reporting and business intel- 
ligence, recently announced 
a new cloud solutions road 
map. At the center of Ingres' 
strategy is SkySafe, a plat- 
form for building cloud 
applications for storing 
and working with large 
amounts of data. Ingres 
says its SkySafe ser- 

rodicilDoint vices willbe suitable 

for public or private 
clouds and customiz- 
able based on an organiza- 
tion's needs. Skylnsight is a 
related service that will offer 
interactive reporting and 
analysis, and Sky Archive 
will provide secure storage. 

I Cisco Offers New Wireless 
Solutions For Teleworkers 

The new Cisco OfficeExtend 
solution is designed to help 
teleworkers stay connected 
to their corporate networks 
and provide IT departments 
with tools for remote man- 
agement. OfficeExtend 




A 



includes new Aironet 600 
Series access points, which 
work on 2.4GHz and 5GHz 
bands for reliable perfor- 
mance. OfficeExtend also 
includes the Catalyst 6500 
Series Wireless Services 
Module, with support for 
as many as 500 corporate 



and teleworking access 
points, as well as new wire- 
less controllers and software. 

I Novell Launches Enterprise 
Social Collaboration Tool 

Some aspects of social net- 
working are well-suited to 
business collaboration. With 
this in mind, Novell devel- 
oped and recently launched 
Novell Vibe Cloud, a Web- 
based service designed to 
tap into users' familiarity 
with social networking 
services to help enterprise 



I American Express 
Teams With Payf one 

American Express an- 
nounced that it has linked 
its online payment service, 
Serve, with Payfone's 
mobile payment service. 
The joined services will let 
customers make online pay- 
ments using their mobile 
phone number. The phone 
number can be linked to the 
customer's Serve account, 
wireless provider account, 
or a different payment 
method. "The alliance is 
an important next step for 
the international roll out of 



Novell Vibe - Cloud 




Real-time Social Collaboration That's 
Enterprise-secure 
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employees collaborate more 
effectively in real time. Vibe 
Cloud includes features for 
collaborating inside and out- 
side of an organization (or 
a combination of the two), 
creating on-the-fly online 
project teams, and cloud- 
desktop sync. 



I HP Makes Its ePrint 
Printers Google-Compatible 

Promoting its message that 
you should be able to "print 
from wherever you are," 
HP announced that all of its 
ePrint-enabled printers are 
now compatible with Google 
Cloud Print. This means that 
users of any computer or 
smartphone app that supports 
the Google Cloud Print ser- 
vice can configure and use the 
service to print directly from 
their device to an HP ePrint- 
enabled Photosmart, OfficeJet, 
or LaserJet Pro printer. 



Serve," said Dan Schulman, 
Group President, Enterprise 
Growth for American Ex- 
press, in a press release. 



I Expedia & 

Trip Advisor To Split 

Expedia announced a plan 
that would split Expedia 
and Trip Advisor into two 
companies in a stock deal 
to be completed in Q3 2011. 
Both companies would 
continue to operate as they 
have, with Trip Advisor 
remaining a full-fledged 
travel-planning site and 
Expedia retaining its 
Egencia, Hotels.com, 
Hotwire, and other 
brands. Expedia's Board 
of Directors granted pre- 
liminary approval to the 
plan, which is subject to 
additional conditions and 
stockholder approval. 
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STARTUPS 




I Y Combinator-Backed 
Social Intelligence & CRM 
Startups Move Forward 

Several startups backed by Y 
Combinator, a funding and 
startup coaching company, have 
recently expanded their products 
and services. The San Francisco- 
based Rapportive (www.rap 
portive.com), a startup that 
integrates Gmail 
and social media, is 
offering a new Gmail 
add-on that connects 
your Gmail inbox 
with your Google ad- 
dress book. The result 
is that contact details 
for the sender display 
alongside each email 
message in Gmail, in 
addition to the send- 
er's social profiles, 
Facebook updates, 
and Linkedln infor- 
mation. Rapportive 
has raised upwards 
of $1 million in angel 
funding. Its software 
currently works with 
Apple Safari, Google Chrome, 
and Mozilla Firefox. 

Meanwhile, emarketing start- 
up Custom (www.custora.com) 
in Mountain View, Calif., is 
promoting its SaaS (software-as- 
a-service) tool for online retailers 
and Web software developers 
to improve customer retention. 
Using a CLV (Customer Lifetime 
Value) projection, the software 
analyzes buying patterns to help 
businesses identify the long-term 
value of customers acquired 
through different promotions 
and acquisition methods. For 
example, it can examine whether 
a customer acquired via Google 
is worth more than one from 
Groupon. The company then 
provides email campaign strate- 
gies for retaining customers. 



■ U.S. Energy Offers 
Incentives For America's 
Next Top Innovator 

U.S. Secretary of Energy Steven 
Chu announced a new pro- 
gram to give startup compa- 
nies the opportunity to license 
technologies developed by the 
country's 17 national laborato- 
ries. The Department of Energy 
is reducing the cost and paper- 
work requirements for startups 
to obtain an option agreement 
to license some of the laborato- 
ries' 15,000 technology patents 
and patent applications. 

The program lasts from May 
2 to Dec. 15. The total upfront 
fee for licensing DOE patents 
in a specific technology will 
be reduced to $1,000 each for 
a maximum of three patents. 
This is a significant savings as 
fees often range from $10,000 
to $50,000. Entrepreneurs inter- 
ested in participating can view 
the available technologies at 
techportal.eere.energy.gov. 

I Qwiki Rolls Out Information 
Experience Search Engine 

Qwiki (www.qwiki.com), a 
San Francisco-based startup 
specializing in what its founders 
call "information experience," 
recently released an alpha ver- 
sion of its search engine reference 
tool that provides results in a 
unique audio /visual format. 
Qwiki aggregates, displays, 
and narrates the 
content it collects 
on-screen. The site 
also incorporates 
found multimedia 
content, including 
photos, videos, 
and graphics. The 
company plans 
to expand the 
technology to 
other platforms, 



including Apple's iPhone and 
iPad. Qwiki representatives 
also want to add presentation of 
real-time information to the site's 
capabilities. Lightbank, a Chicago 
investment firm run by Groupon 
backers Eric Lefkofsky and Brad 
Keywell, recently invested $1 
million in Qwiki. 

I Virtual Goods Startup 
Wins Showcase 

Ifeelgoods (www.ifeelgoods 
.com), a startup based in Menlo 
Park, Calif., recently won the 
Web 2.0 Startup Showcase for 
its virtual goods promotions. 
The company's hosted solu- 
tion helps create and manage 
Facebook credit incentive cam- 
paigns for companies such as 
1-800-Flowers.com, Shoebuy. 
com, and The Golf Warehouse. 
With its patent-pending vir- 
tual goods incentive program, 
Ifeelgoods uses virtual goods 
and currencies from popular so- 
cial games in place of traditional 
promotions such as discounts, 
coupon codes, or gifts with pur- 
chase. For example, Shoebuy. 
com recently gave away 50 Face- 
book Credits (the equivalent of 
$5) with each purchase. Social 
gamers can use the credits to buy 
digital goods and services on 
online games such as Farmville 
and Bejeweled Blitz. Ifeelgoods 
began operations in 2010 with 
$1.1 million in venture funding. 
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■ GeoTrust® Dedicated SSL Certificate 
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■ 99.99% Uptime 
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I More Than 50% Of Americans Are On Facebook 

A study from Arbitron and Edison Research found that more 
than half of all Americans ages 12 and older have Facebook ac- 
counts. The research, conducted in January, indicates that 51% 
of people ages 12 and older have Facebook profiles. According 
to the report, this is up from a total of just 8% usage in 2008. 

I Cost Of Data Breaches Continues To Grow 

Symantec and the Ponemon Institute recently revealed that in 
2010, data breaches grew more costly for the fifth year in a row 
in the U.S. The average organizational cost of a data breach in- 
creased to $7.2 million and cost companies an average of $214 
per compromised record, compared to $204 in 2009. 

I 2011 Smartphone Market To Grow 49.2%; 
Windows Phone To Gain By 2015 

The worldwide smartphone market is expected to grow 49.2% in 
2011 as more consumers and enterprise users turn in their feature 
phones for smartphones with more advanced features. According 
to IDC, smartphone vendors will ship more than 450 million smart- 
phones in 2011 compared to the 303.4 million units shipped in 2010. 
IDC also predicts that the smartphone market will grow more than 
four times faster than the overall mobile phone market. 

IDC analysts state that Android is poised to take over as 
the leading smartphone operating system in 2011 after gaining 
the No. 2 position in 2010. And Nokia's plan to switch from 
Symbian to the Windows Phone 7 OS will have significant 
implications. IDC expects the first Nokia /Windows Phone 7 
devices to launch in 2012 and predicts that by 2015, Windows 
Phone will be the No. 2 OS worldwide behind Android. 
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: IDC Worldwide Quarterly Mobile Phone Tracker, March 29, 201 1 Windows Mobile 
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I Microsoft Says SMBs 

To Increase Cloud Adoption 

Microsoft reports that cloud computing will 
impact SMBs (small and midsized busi- 
nesses) in the next three years, as 39% of 
SMBs expect to be paying for one or more 
cloud services, an increase from the current 
29%. Microsoft also forecasts that: 

• SMBs paying for cloud services will be 
using 3.3 services, up from fewer than 
two services today. 

• Past experience with support from a 
service provider is a key driver of ser- 
vice provider selection among SMBs — 
82% of SMBs report that buying cloud 
services from a provider with local 
presence is critical or important. 

• The larger the business, the more likely 
it is to pay for cloud services. For ex- 
ample, 56% of companies with 51 to 250 
employees will pay for an average of 3.7 
services within three years. 

• Also, within three years, 43% of 
workloads will become paid cloud 
services, 28% will remain on-prem- 
ises, and 29% will be free or bundled 
with other services. 

I Mobile Content, Media & Social Networking 
Affects Digital Strategy 

TNS, a global research company, reports that 
growth in the mobile market and companies' 
marketing strategies will be driven through 
further demand for social functionality and 
new demands for video calling, streaming, 
and sharing services. Based on data gathered 
by TNS for the past 12 months: 

• The number of mobile Web users vis- 
iting social networking sites grew from 
30% to 46% globally, and from 26% to 
50% in emerging markets, leapfrogging 
much of the developed markets. 

• The strongest growth in new services 
has come from social video (10% to 
15%) and Live TV (9% to 12%). 

• Over half of consumers (54%) are inter- 
ested in video calling, despite not yet 
using the service, and half are interested 
in watching live TV (50%) or in down- 
loading or streaming video (48%). 
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Secure Your Journey 
To The Cloud 

Trend Micro Sets The Bar High 



by Joanna Clay 




ie to use cloud 
technologies to help pro- 
tect customers better and 
reduce complexities," says 
Thomas Miller, Executive 
Vice President of 



We had the opportunity to speak with 
Thomas Miller, Executive Vice President 
of Trend Micro's U.S. Region. Here's what 
Miller had to say about Trend Micro's advanced se- 
curity technologies and product offerings. 

What changes has Trend Micro noticed in the 
past few years regarding the types of threats 
facing SMBs and enterprise businesses? 
Miller: That question has been answered the same 
way now for several years, and it can only trace 
back to the shift in the motive of what we refer to 
as the bad guy or the malware writer: They went 
from wanting notoriety to wanting money. And 
as soon as the profit motivation 
became the primary driver, mal- 
ware changed completely. And 
it changed in two dramatic ways. 

From a malware writer's per- 
spective, they want to produce a 
volume of malware that would 
allow some of it to get past the 
defense mechanism of secu- 
rity companies. The first major 
change was related to volume. 
In the first 20 years of our history 
we saw 200,000 pieces of mal- 
ware. Now, there's a new piece of malware de- 
ployed every second. The other half of the problem 
is the sophistication of the malware and its ca- 
pacity to get past the defenses of today's security 
tools — that's really at an all-time high. 

Another part of that sophistication is the level of 
social engineering, which is at times very insidious. 
Within moments of the Japan earthquake, there were 
phishing attacks embedded into stories related to 
the earthquake and then later the tsunami. These 
criminals are preying on the most generous instincts 
of people who want to respond or click that link. I've 
used the expression before, "You're one click from 
disaster," and it's true. The primary advantage that 
the bad guys have is now also their greatest weakness: 
Because communications are electronic, they generate 



We know that our 
customers are moving 
rapidly toward viril- 
ization, so as they start 
to mix the physical and 
virtual there's a need for 
the security posture and 
the security policy to 
remain consistent. 



some form of originating content that we can source 
and we can evaluate. 

What are the main Trend Micro product lines 
for businesses? 

Miller: For our consumer segment we've launched a 
product called Titanium that is taking a very cloud- 
centric architecture to protect customers. Because 
we're able to use the cloud as the primary mechanism 
that provides protection, we can deliver it as a very 
lightweight piece of software. This consumer product 
has three different levels of features and functional- 
ities. The base protection is actually the same, but cus- 
tomers will have interest in different features that are 
part of Titanium Advanced. 

We use the cloud to provide 
protection, but we're starting 
to use the cloud more to allow 
customers to reduce complexity. 
With the Worry Free product for 
small businesses, there's a need 
to set up those less complex envi- 
ronments and do some basic con- 
figuration. That requires access 
to what I generally refer to as 
"setup server." Some small busi- 
nesses are actually large enough 
to have a server available to devote to setup, con- 
figuration, management, and reporting. Other 
small businesses really don't want that hassle. 

On the enterprise side, we focus on gateway 
security and enhancing productivity. For our 
data center customers, we have a product called 
Deep Security (which we offer in partnership 
with VMware) and have introduced the tagline, 
"Securing your journey to the cloud." That journey 
to the cloud begins in the data center. It begins 
with the understanding that if you're going to 
secure those environments, you need a robust 
security architecture with robust policies, not just 
for physical servers within a data center. We know 
that our customers are moving rapidly toward vir- 
tualization, so as they start to mix the physical and 
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virtual there's a need for the security posture 
and the security policy to remain consistent. 

As virtualization begins to morph into cloud 
architecture, it opens up a new set of challenges 
related to elasticity, where the underlying in- 
frastructure of the cloud could exist in different 
environments and locations. The Deep Security 
product enables our customers to secure the phys- 
ical environment, morph into virtual environ- 
ments, and transition into private and then public 
cloud environments. Whenever customers need 
to move into the public cloud, we allow them 
to encrypt workloads through a service called 
SecureCloud. 

Additionally, the concept of an endpoint is rap- 
idly evolving because mobile devices are becoming 
more prevalent than ever in corporate environ- 
ments, so we have invested heavily in a mobile 
security strategy. Trend Micro secures roughly 100 
million endpoints around the world. 

Could you elaborate on the difference between 
Trend Micro's products for enterprise and me- 
dium businesses vs. smaller business? 
Miller: All of our customers have the same need to be 
protected. The common link between our families of 
products is the Smart Protection Network, our cloud 
engine for protecting customers. For small businesses 
that just want security to work in the background, 
the Worry Free product line provides that experi- 
ence. Larger businesses that have more resources to 
focus on security have a different set of jobs. Those 
customers need more granular policies, tighter inte- 
gration into existing infrastructure, and the ability to 
harness the power of these tools to be able to architect 
a security posture. 

What are some of the more recent products Trend 
Micro has introduced? 

Miller: We very recently released our full disk 
encryption product thanks to the acquisition of 
a company called Mobile Armor, which remains 
very active in the enterprise space and with the 
U.S. federal government. The next step is to bring 
full disk encryption to the commercial space. 
The technology's popularity is driven by a fear 
of data loss and the need for compliance. Over 
time, full disk encryption will be integrated into 
our endpoint product line, and we expect that 
customers will be able to buy standalone and in- 
tegrated encryption solutions. 

Can you explain how the newly announced Trend 
Micro SecureCloud 1.1 encrypts data in both pri- 
vate and public clouds? 
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Miller: SecureCloud is important in two ways. 
When you're in your own data center environ- 
ment, you're able to control your data. There 
are many security mechanisms that allow pro- 
fessionals to protect data behind this fortress, 
but consider this: Once that data goes into the 
public cloud, how vulnerable is your data now 
that it's potentially co-located with other data? 
SecureCloud allows you to set policy for the 
public cloud environment that tests its security 
posture before you move your data there. Then 
you can identify which data should move onto 
that environment. The customer holds the en- 
cryption keys; fear of a potential security breach 
is ultimately alleviated because the encryption 
comes through standard encryption algorithms. 
The other observation we're making is that this 
capacity to secure the public cloud is becoming 
the leading component to a security framework. 
As enterprises start to address this public cloud 
security problem, they are, in a sense, architecting 
their security backwards at that point. We refer to 
this as security architecture from the cloud down. 

What can business customers expect from Trend 
Micro in the future? 

Miller: We're very focused on securing their journey 
to the cloud. You can expect Trend Micro to con- 
tinue to lead, protecting our customers with secu- 
rity from the cloud. You will continue to see Trend 
Micro help customers advance and accelerate their 
journey to the cloud because security should be 
an enabler, security shouldn't be an inhibitor. We 
really believe we're in the leadership position of 
being able to help customers to make that journey 
to virtualization and private /public cloud with the 
complete confidence that the security concerns they 
have can be addressed. ▲ 



"The Deep Security 
product enables our 
customers to secure the 



physical environment, 
morph into virtual env 
ronments, and transiti 
into private and then 
public cloud environ- 
ments," says Miller. 
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As your IT department struggles to accom- 
modate the constant daily workforce de- 
mands and related headaches, potential 
intruders are waiting for that one overlooked 
and uninstalled patch or update. Meanwhile, 
your closest competitor is sitting pretty, having 
somehow discovered the capital to hire a complete 
IT security team that delivers round-the-clock 
threat monitoring. The good news is that this same 
security team — and many more like it — is avail- 
able for your business at a price that's friendlier 
than you might think. 

Cloud-based security services are quickly 
becoming a popular option among businesses 
that don't have the budget, time, or know- 
how to stay on top of the ever-widening 
threat landscape. Keeping a business secure 



is a far more complex process today than in 
years past due to the increasing push toward 
mobility and employee flexibility. Not only 
do these trends keep IT departments working 
tirelessly to support the hordes of technolo- 
gies that now populate businesses, but they 
also introduce security threats that are no 
small feat to conquer. 

"As the threat landscape continues to evolve, 
the techniques that IT administrators employ to 
mitigate new threats are in a near constant state of 
change," says Siki Giunta, vice president of cloud 
computing and software services for CSC (www 
.csc.com). "Techniques are required along every 
attack vector to prevent, detect, and react to attacks 
in order to prevent breaches and possible data 
loss. Managing security appliances and keeping 
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"Security, whether deliv- 
ered via the cloud as a 
service or as an attribute 
of a cloud service, should 
not be perceived as the 
speed bump to cloud 
adoption that it seems to 
be today," says Siki Giunta, 
vice president of cloud 
computing and software 
services for CSC. 
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security software up-to-date in order to maintain 
compliance with corporate security and regulatory 
policies is a challenging task." 

Counting On The Cloud 

Throwing the security towel into the out- 
sourced ring has always been an option for busi- 
nesses, but the cloud offers a strikingly easy, 
flexible path for those on the fence about out- 
sourcing. Can your IT team handle some secu- 
rity duties but not others? No problem; cloud 
providers offer plenty of services designed to fill 
in specific security needs. Of course, the cloud 
also delivers the option to free your IT team com- 
pletely from security-related responsibilities. 

Also known as hosted services, cloud security 
offerings cover practically every threat area that 
could touch any business. For example, there are 
cloud services that monitor and protect email trans- 
missions, standard network traffic, wireless net- 
work activity, Web browsing (both on intranets and 
the Internet), social networking activity, and file 
handling. Network-based cloud services are par- 
ticularly deep, with services that provide content 
filtering, packet inspection, firewall management 
and monitoring, IP and URL logging and analysis, 
and other security tasks. 

"A key benefit of cloud security services 
happens to be a benefit of cloud deployment 
in general: flexibility," says Len Couture, man- 
aging director for Bluewolf (www.bluewolf 
.com). 'Trice and ease of implementation mean 
that CIOs have room to try out different op- 
tions. If they are insufficient, or a better option 
comes along, they have the flexibility to change 
without disrupting the flow of business. It also 
gives CIOs the ability to combine elements of 
various solutions in a way that would be too 
expensive and too labor intensive to accom- 
plish with traditional on-premise deployment. 
As the business cycle becomes increasingly 
fast-paced, as well as the evolution of security 
threats, this will become increasingly impor- 
tant to businesses." 

Many businesses employ IT personnel who are 
jacks of all (or several) trades, because hiring spe- 
cialized people to handle only one area is a luxury 
generally afforded only by large enterprises. Cloud 
security providers, on the other hand, are focused 
only on security and have experts who constantly 
stay on top of threat trends and the tools and tech- 
nologies to thwart them. This singular security 
focus is especially valuable for organizations that 
have deployed a number of other systems that IT 
must constantly monitor and maintain. 



"The managed security provider is not di- 
luting efforts on email management, ERP 
systems, CRM, or any of the other many re- 
sponsibilities of a typical IT department," says 
Giunta. "Consequently, the MSP will leverage a 
highly skilled and focused security work force 
utilizing well-developed processes and deliver 
cost-effective security services without the dis- 
tractions faced by in-house teams." 

Natural Fits 

Although virtually every form of digital security 
is covered in the cloud, not all cloud services can 
replicate in-house security. However, some forms of 
cloud security tend to gather more supporters and 
customers than others, thanks to both the inherent 
nature of cloud services and their history so far in 
the realm. For businesses unsure of what security 
pieces to offload to the cloud, understanding these 
elements can help to solidify their decisions in one 
direction or another. 

According to Giunta, email and Web filtering 
services are not only the most mature of the cloud- 
based services, but they're also highly competitive, 
have wide market penetration, and have shown 
themselves to be viable alternatives to managing 
premises-based appliances. Further, the Internet 
serves as common ground for email, Web activity, 
and cloud services, and Giunta claims it only makes 
sense to filter and stop threats prior to their attempts 
to reach businesses through email messages and 
Web transmissions. Because these security functions 
are performed outside of the business, and because 
a large majority of email arriving at a typical busi- 
ness is spam, they can also decrease bandwidth 
demands on WAN links. 

Another set of low-hanging fruit for cloud- 
based security services is penetration analysis 
and testing, explains Alexander Pasik, chief in- 
formation officer and staff executive with the 
Institute of Electrical and Electronics Engineers 
(www.ieee.org). "The cloud security providers, 
being external entities, are best suited to run 
periodic analyses and tests of the penetration 
defenses of an organization. Organizations at- 
tempting to run their own penetration tests will 
often suffer from the inherent subjectivity of 
their positions," he says. 

A cloud-based security strategy doesn't nec- 
essarily rely on explicit cloud security services. 
Other cloud services, such as storage, can help 
to ramp up security over what's attainable in 
house. Couture points out that under tradi- 
tional on-premises models all data is stored in 
one location, leaving it vulnerable to physical 
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intruders. But when data is 
hosted on cloud platforms, 
there's no worry about se- 
curing the data from thieves, 
assuming the provider's 
premises are secure. 

"Cloud-based vendors are 
just as interested in the secu- 
rity of the data as you are, as 
one breach may very well en- 
tirely derail their business," 
Couture says. "Therefore, 
they're very likely utilizing 
servers that are actually much 
more secure than anything 
your in-house IT department 
could create. In a way, it's like 
putting your money in a bank 
vs. keeping it locked in a safe 
inside your house." 

The Evolution Continues 

As an Internet-fueled 
descendent of traditional 
offline managed services, 
cloud-based security services 
are already seeing matura- 
tion across their various it- 
erations. As in other areas of 
technology, it's at this point 
that we're seeing spikes in 
the space's innovation evo- 
lution, especially as more 
businesses grow comfortable 
with the standard services 
offered by today's providers. 

For example, Giunta 
notes that today's services 
will expand with features in the area of data 
loss prevention, which is a natural extension 
to the content control-type features already 
present in certain cloud-based filtering ser- 
vices. She also sees the ubiquity of cloud 
flavors such as SaaS (software as s service), 
PaaS (platform as a service), and IaaS (infra- 
structure as a service) ushering in a renewed 
focus on access management. 

"[These] cloud services are breaking down 
the traditional network perimeters and chal- 
lenging IT administrators to securely manage 
authorization and authentication," Giunta 
says. "Without a comprehensive cloud-based 
IAM solution, IT administrators will find 
themselves manually managing silos of cre- 
dentials, which will add to the expense of 



. . . cloud security 
offerings cover 
practically evei 
threat area thsfr"" 
could touch any 
business. 



cloud-based services and increase the chance 
of a security breach." 

Pasik adds that collaboration with insurance 
companies will prove a key area for the future 
direction of cloud security services, because 
organizations have a "pent-up demand for 
information insurance," he says. Obviously, 
information stored in today's data centers is 
highly valuable and consistently targeted by 
attackers, and security and insurance compa- 
nies have evolved separately to protect against 
these attacks and mitigate risk. However, 
missing in the equation is coordination be- 
tween security providers and insurance pro- 
viders, but Pasik predicts increasing creation 
(and subsequent adoption) of solutions that 
include coordination between these entities. ▲ 



PC Today/ May 2011 17 



ESSENTIAL BUSINESS 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



KEY POINTS 

▲ Modern threats, such as 
Zeus and APT attacks, are 
much more tactical than 
their bot-based prede- 
cessors, targeting more 
specific system functions 
and data types. 

▲ Many businesses are 
failing to understand their 
current security conditions 
because they're not imple- 
menting network forensics 
and analyzing how to deal 
with intrusions quickly and 
effectively. 

▲ Patching and updating 
continues to be a major 
source of insecurity in 
businesses, particularly in 
less important systems. 

▲ Blocking outbound traf- 
fic, through methods such 
as firewall rules and data 
encryption, won't preserve 
data from destruction, but 
it will keep data from fall- 
ing into hackers' hands. 




IT Security 

How Prepared Is Your Company? 



by William Van Winkle 



According to Symantec's 2010 Global SMB Infor- 
mation Protection Survey, 73% of those polled 
were cyber-attack victims within the past year, 
"resulting in downtime, loss of corporate data and loss 
of customers' personal information." The news from 
Symantec's 2010 State of Enterprise Security report is 
even worse, noting that 100% of respondents experi- 
enced "cyber losses" in 2009, resulting in monetary 



losses 92% of the time. Without question, the IT threat 
landscape is grim. The question is: What should busi- 
nesses do about it in 2011? 

The Dangers 

According to Kevin Haley, Director, Symantec 
Security Response, the three greatest IT threats com- 
panies face today are banking Trojan horses, data 
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breaches, and social media threats. Banking Trojan 
horses often leverage Zeus toolkits to steal bank ac- 
count credentials. 'This is the most lucrative crime 
and, unfortunately, the most lucrative [schemes in- 
volve] small businesses," says Haley. "Small busi- 
nesses usually have fewer safeguards in place to 
protect financial transactions. " 

Of course, Zeus attacks can strike any size of busi- 
ness, and while larger corporations might do better 
with protecting their banking information, they may 
be just as susceptible as smaller organizations to 
having their social media account credentials hijacked. 
Cybercriminals use these credentials to send spam, 
conduct phishing scams, infect others, or many other 
nefarious ends. Also note that Zeus bots, like most mal- 
ware, are indiscriminate and can target anyone. 

Larger businesses should be aware of attacks such 
as Stuxnet, which targeted a certain type of system 
run in a very specific industrial environment (most 
of which were used in Iranian uranium enrichment 
labs). The end effect was the destruction of hundreds 
of centrifuges, which were forced to operate beyond 
their capacities. That malware can now be targeted 
with such granular precision should be a wake-up call 
to enterprises with similarly susceptible, computer- 
controlled operations. 

Associated with these two are APTs (advanced per- 
sistent threats), which can span everything from mal- 
ware to satellite imagery analysis. Targets are usually 
big business and government agencies, and perpetra- 
tors generally use human rather than automated man- 
agement tactics to find any sort of weakness into which 
they can slip long-term, invisible software that can be 
remotely monitored and controlled. Whereas exploits 
used to be big and flashy, APTs tend to be 'low and 
slow," as the industry often describes them. 

"Considerable attention now is directed to APTs, 
and for good reason," says Solera Networks president 
and CEO Steve Shillingford. "APTs have succeeded 
in overcoming all preventive network security mecha- 
nisms. Security professionals pose today's biggest se- 
curity threat, as too many persist in using tools that 
worked in the past but are not adequate for today's 
security environment. The threat landscape has dra- 
matically changed and requires a new attitude and 
tools capable of confronting and eradicating APTs 
from within the network." 

The traditional approach to IT security has been 
to buy leading anti-malware tools, implement best 
practices education among staff, and hope for the best. 
That's no longer good enough. In a world of APTs, 
dynamically mutating malware, and similar threats, 
companies can no longer "set it and forget it." Rather, 
they must focus on tools that can cope immediately 
with incursions when (not if) they happen. 



Are Businesses Prepared? 

Few if any analysts or security experts would give 
today's enterprises a clean bill of IT security health, but 
the odds are heavily stacked against the defenders. In 
essence, an IT department is one blindfolded soldier 
atop a tower, anticipating attack from thousands of 
would-be assailants, unsure where the charge will 
come from or what form it will take. Cisco Systems 
senior security researcher Mary Landesman would 
take the metaphor even further, arguing that many de- 
fenders haven't even checked the doors and windows 
to see if the perimeter has already been breached, in 
part because traditional antivirus tools aren't able to 
detect targeted behavior from APTs. 

"The signs and symptoms will be discernible only 
if one engages in active log management and anal- 
ysis," says Landesman. "Unfortunately, this necessary 
level of forensics is likely not being carried out on any 
regular (or even non-regular) basis. In the Computer 
Security Institute's 2010/2011 CSI Computer Survey, 
48.9% of respondents claimed no security incidents 
had occurred over the previous year, yet nearly 100% 
of respondents stated they had performed limited or 
no forensics and /or log analysis over the period. If you 
don't look for an APT, you will likely never know you 
have been compromised." 

Solera's Steve Shillingford emphasizes that com- 
panies must deploy network forensics solutions and 
monitor them assiduously in order to have full situ- 
ational awareness and network visibility. Without 
network forensics, network security will likely be 
compromised. Unfortunately, many networks have 
been and remain compromised, but their owners are 
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oblivious to the fact because IT lacks the tools and 
procedures to see the breaches and understand 
how to plug them. 

The lapse in attentiveness to network forensics 
often spills over into other areas, such as proper 
version management of platforms. Mission critical 
apps may be kept current, but a network is only as 
strong as its least secure entry point, and in a time of 
downsized IT staff and tight budgets, sometimes less 
important platforms receive less frequent attention. 

'The vast majority of malware threats exploit 
vulnerabilities for which a patch exists," says James 
Quin, Lead Analyst, Info-Tech Research Group. "A 
thorough patching process would eHminate many of 
these threats. Beyond that, up-to-date malware tools 
are essential. Info-Tech data shows that enterprises 
suffer over 200% more malware threats if they are 
using solutions that are more than a version old." 

Another egregious gap in business security ap- 
pears in disaster preparedness. Obviously, IT se- 
curity and disaster recovery are closely related — a 
data breach can be every bit as debilitating to a com- 
pany as a hurricane — but a surprising number of 
organizations fail to plan for remediation steps if and 
when a security breach should occur. According to 
Symantec's Kevin Haley, 41% of SMBs reported that 
"it never occurred to them to put together a [disaster 
recovery] plan," and "less than half of SMBs back up 
their data weekly." This is no small point when 54% 
of SMB customers surveyed by Symantec reported 
switching vendors because of those vendors' unreli- 
able computing systems. 

Weak security and disaster planning isn't only 
about minimizing damage; it's also about preserving 
revenue and customer goodwill. Keeping clients 
informed about security measures can be a sales 
generator in its own right, but too many companies 
remain unaware of the front- and back-end benefits 
of effective IT security. So what can be done? 

Better Protection 

We hear over and over from security vendors, 
analysts, and experts that companies need to be 
doing a better job of training their employees. Every 
employee gets a conduct manual, but few of these 
incorporate IT security practices; this includes old 
school security wisdom, such as not writing down 
passwords or placing company data on unsecured 
devices (USB flash drives, cell phones, etc.). Manuals 
should also cover social engineering, and training 
for both staff and internal contractors should include 
instruction on how to thwart would-be hackers 
from gaining otherwise restricted access to network 
assets. According to Trend Micro's "2011 Threat 
Predictions" press release, "Social engineering will 



continue to play a big role in the propagation of 
threats. Trend Micro believes in 2011 there will be 
fewer infiltrated Web sites; instead, cyber criminals 
will focus on malware campaigns, the promotion 
of malware through cleverly designed emails con- 
vincing users to click on a link that will ultimately 
lead to a malicious downloader." 

IT departments should also help employees be- 
come less prone to security mistakes. This may 
mean that any confidential data (even remotely 
confidential data) should be encrypted and man- 
aged with tools requiring IT or managerial authori- 
zation to permit copying from a secured location. Or 
perhaps more services, including Web and email, 
should be sourced out to cloud-based providers able 
to do a better job of mitigating threats. It's harder to 
betray access to data that isn't actually on-premises. 

Keeping data inside the company is every 
bit as challenging as keeping attacks out. Quin 
emphasizes that outbound filtering at the fire- 
wall is essential in blocking communications to 
remote command and control servers. Even the 
best antivirus solutions won't block 100% of mal- 
ware threats (although they should offer reputa- 
tion filtering, which helps guard against zero-day 
threats). However, outbound filtering will keep 
data under company control. Malicious payloads 
may damage or destroy data— hence the need for 
disaster restoration — but at least it's much less 
likely to fall into the wrong hands. 

In his 2010 paper, "The New Threat Landscape: 
Proceed With Caution," Forrester Research's Khalid 
Kark points out that "a majority of spending in 
security is on infrastructure components," yet "Web 
application attacks were responsible for 79% of 
records breached globally in 2009." So not only are 
companies putting their money in the wrong place, 
but they're spending that money in the wrong way. 
For example, Kark notes how common it is for busi- 
nesses to bolt on security to IT solutions after initial 
deployment, but this approach costs 30 times more 
than if that security had been built into the solution 
from the outset. When making IT investments, con- 
sider security first, even if it means bringing more 
managers and business divisions into the decision 
process. Final results will be safer and far less costly 
on the TCO side. 

Today's IT security scene is more rigorous than 
ever, and those who fail to pay it proper atten- 
tion are sitting on ticking time bombs. But with 
a combination of latest-generation anti-malware, 
network forensics analysis, assiduous updating, 
staff education, and improved security planning, 
companies can successfully hold back the threat 
tide and keep customers both safe and satisfied. ▲ 
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KEY POINTS 

▲ People tend to want 
to be helpful; this puts 
your company at risk. 

▲ Social engineers are 
excellent researchers 
and actors: They troll 
the Web and social 
networks to get infor- 
mation about your 
company, and then they 
"pretext" to get infor- 
mation from you. 

▲ Even seemingly unim- 
portant information can 
be used to compromise 
your company. 

▲ Key defensive strate- 
gies include training 
your staff and running 
regular security audits. 



PROTECT Your Company 



Social Engineering & Your Employees 



by Rod Scher 

That new all-in-one printer/copier your 
company just bought cost a small fortune, 
but it sure does a great job — worth every 
penny, no doubt. The vendor even sent out some 
slick little 4GB flash drives to everyone involved 
in the purchase: you, the IT director, the head 
tech; even the purchasing agent got one. Heck, 
you have to smile about it: At $10 or so apiece 
for the USB drives, you probably just made back 
$50 of your purchase. 

Except that you didn't. Those flash drives didn't 
come from the vendor; they were sent by a social 
engineer who called last week under the pretext 
of selling you some equipment and found out 
that you recently purchased a copier from XYZ 
company. Printing some dummy letterhead and 
putting logos on a few cheap flash drives took 
him maybe an hour or two. Loading malware 



onto the drives took another few minutes. Then he 
just dropped them into a mailbox and let the U.S. 
government do his dirty work for him. You've just 
been scammed: As soon as you insert one of those 
drives into a company computer (and one or more 
of the recipients will do that), your company net- 
work will have been compromised. 

Your Staff Only Wants To Help, But . . . 

You just found the weakest link in your se- 
curity chain: people. People are fallible. They 
want to do the right thing, but their desire to be 
helpful often leads them astray because social 
engineers — "hackers" who use various pretexts 
to convince employees to give away seemingly 
innocuous information — can use that desire to 
please against them. And it happens more often 
than you realize. 
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"It seems to me that almost every time we see 
a report of a company being compromised, we 
find that some part of the attack involved so- 
cial engineering," says security expert Chris 
Hadnagy. "Whether it's a malicious email, a USB 
[flash drive] drop, or a Web site loaded with 
malware, we hear about it more and more. Social 
engineering is a very real threat that is harming 
people and companies every day." 

Hadnagy, author of Social Engineering: The 
Art of Human Hacking, spends much of his 
time running social engineering-oriented secu- 
rity audits, and he finds that he can use social 
engineering skills to break into almost any com- 
pany — even if the company managers believe 
they have everything locked down. 

"One attack that we might commonly use in 
an audit is to mail a 'free gift' of an iPhone or 
other great new device to an executive. The de- 
vice is hacked, and it gives us access as soon as 
they get on the Web with it on their network. 
Executives tend to not focus on the risks; more 
than a few times I've heard, 'Oh we would never 
fall for that,' only to use a very similar attack that 
they do fall for." 

More Information, More Risk 

The very technologies that help us do our 
jobs — the Web, the telephone, email — can be 
(and often are) used against us by hackers. Social 
engineers, seeking to influence the behavior of 
anyone from the receptionist to the custodial staff 
to the head of IT, use those tools to build profiles 
of companies that they intend to target. Then 
they pretext, taking on the role of salesman, re- 
pair tech, magazine reporter, or any of countless 
others, to convince us to part with information 
that can range from email addresses to contact 
names to the names and versions of the software 
tools we use in our jobs. 

"Profiling is used very heavily today", notes 
Hadnagy, "and it's gotten much easier with the 
proliferation of social media. Some people and 
companies use social media to outline their com- 
pany's personnel, job offers, departments, inter- 
nal news, the whereabouts of employees, and 
more. This makes it easy to get enough informa- 
tion to get a very clear picture of the best attack 
vector into a company." 

Most of the information sought by social engi- 
neers seems innocuous; after all, no one is going 
to respond positively to, "So, what's the com- 
pany checking account number, anyway?" (Or so 
we hope, at any rate.) But seemingly innocuous 
information can be (and is) used against you: 



"During last year's DEFCON [hacker conven- 
tion] CTF [Capture The Flag competition]," says 
Hadnagy, "we saw companies give up things 
like who handles their dumpster removal, their 
cafeteria food, paper shredding, and antivirus, 
as well as what PDF software and browsers they 
use, and more." 

Details like that can give a good social engi- 
neer all the information he needs to compromise 
your company. 

Hadnagy paints a typical scenario: "Let's say 
a malicious social engineer calls a company, pre- 
tending to be a supplier of some kind. During the 
call he's able to determine that the target uses 
Internet Explorer 7 and Adobe Reader 8. Armed 
with that information, he closes the call by request- 
ing an email address, saying that he'll send the 
contact a proposal in PDF format for the contact's 
approval. A day later a PDF is in the contact's 
inbox, but it's not a real document. Instead, it's a 
maliciously encoded PDF that gives the social engi- 
neer a reverse shell [a tool that allows a remote con- 
nection] on the target's computer. And all because 
he gave out seemingly innocent information." 

Protect Your Company 

Given the obvious danger, the question be- 
comes: What should you do to protect yourself 
and your company? 

As always, knowledge is power. Hadnagy 
recommends several things you can do to de- 
fend your company from a social engineering 
attack: First, learn to identify attacks such as 
we've noted previously. Then, create a personal 
security awareness program. Create awareness 
of the value of the information that is being 
sought by social engineers. Be sure to keep your 
software updated. Finally, run regular security 
audits, and make sure that they include a social 
engineering component. 

You're Not Immune 

A skilled social engineer can talk his way into 
your building and convince your staff to give 
him information he can then use to compromise 
your network and your company. This is a fact, 
and it does you no good — and potentially much 
harm — to pretend that it can't happen to you. 
Instead, educate your employees, run audits, and 
stay aware. Admitting that you're at risk is half 
the battle. 

And finally, as Hadnagy says in his book, 
"Don't let life get in the way of security. Con- 
versely, don't let too much fear of the bad guys 
keep you from enjoying life." ▲ 




"Training employees 
about how these attacks 
are carried out can help 
them be more aware of 
the danger," says author 
and security expert 
Chris Hadnagy. 
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The Future Of Computing 

IBM's Watson & The Importance Of Natural Language 



by Kristina Brambila 




to transrorm how 
computers help people 
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Computers are a fundamental part of our 
daily productivity, education, and entertain- 
ment, a fact that's not likely to change any- 
time soon. In fact, ts hanks to IBM's revolutionary 
Watson supercomputer, the future of computing 
is destined to become more beneficial to humans 
than ever before. We talked with Thomas Rosamilia, 
general manager of Power and z Systems for IBM's 
Systems & Technology Group, to find out how 
Watson will change computer design for the better. 

What is Watson? 

Rosamilia: Watson is a workload-optimized system de- 
signed to provide answers to questions posed in nat- 
ural language, in less than three seconds, combining 
IBM DeepQA technology running on commercially 
available POWER7 processor-based servers. 

Why did IBM researchers want a commer- 
cially available system? Because their goal was not 
simply to compete and win on "Jeopardy!"; their 
much larger ambition was to create a prototypical 
computing system able to do something no com- 
puter has been able to do before: communicate 
and collaborate on human terms using natural 
language. Such a system could be used by profes- 
sionals in many industries to help them take on 
challenges in their own fields every bit as daunting 
as winning at "Jeopardy!" 

What does it mean for Watson to have a "natural 
language understanding"? 
Rosamilia: Watson represents a historic break- 
through in computers understanding natural 
language — "real language" that is not specially 
designed and encoded just for computers, but 
language humans use to naturally capture and 
communicate knowledge. Natural language is 
how humans actually use words. It contains 
puns, slang, jargon, acronyms, and even words 
used in the wrong context. Computers are re- 
ally good at computation, but they struggle with 
natural language because it is implicit, highly 
contextual, ambiguous, and often imprecise. 
Watson has the ability to analyze the meaning 
and context of human language, and rapidly 
process information to find precise answers to 
questions posed in natural language. 



If Watson is the future of computer design, what 
will be its applications? 

Rosamilia: Watson holds enormous potential to trans- 
form how computers help people accomplish tasks 
in business, communities, and their personal lives. 
Its underlying technologies represent an impressive 
advance in the science of enabling computers to more 
precisely respond to our information needs and to our 
questions. It delivers information efficiently and in 
our terms, finding the critical knowledge buried in the 
huge volumes of natural language content people face 
every day. Watson uses breakthrough unstructured 
text analytics to understand what is being asked, ana- 
lyze millions of pieces of information, and provide the 
best answer based on the evidence it finds. 

Specifically, how could Watson integrate with the 
medical, finance, and telecom fields? 
Rosamilia: Health care is the first industry where 
IBM plans to apply Watson technology. We recently 
announced that doctors from Columbia University 
Medical Center and the University of Maryland 
School of Medicine will apply the same capabilities 
that Watson demonstrated on "Jeopardy!" in an 
effort to address some of the healthcare industry's 
biggest challenges. And we announced a research 
agreement with Nuance Communications to ex- 
plore, develop, and apply the Watson computing 
system to health care. 

Consider that every day, vast networks of physi- 
cians, specialists, patients, pharmacies, insurers, and 
hospitals exchange millions of claims, forms, diagnoses, 
images, prescriptions, referrals, and medical research. 

What doctors need is an assistant who can quickly 
read and understand massive amounts of information 
and then provide useful suggestions. Watson's ability 
to deal with natural language across a wide collection 
of diverse information and make it more digestible for 
humans holds enormous potential to transform health- 
care effectiveness, efficiency, and patient outcomes. 

IBM envisions a future roadmap for Watson 
that will progress toward increasingly dynamic 
learning capabilities, leading to systems that will 
be able to learn autonomously across arbitrary 
domains. These systems could potentially impact 
virtually every sector of the economy, enabling 
endless applications and services. ▲ 
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Wireless Solutions 

LARGE & small 

4ipnet Offers Products For Enterprise & Small Businesses Alike 



by Andrew Leibman 



etworking may not be a cog in the ma- 
chinery of your day-to-day business, but 
whether you're an IT manager for an ISP 
or the self-proprietor of a small coffee shop, net- 
working (wired and wireless) is the grease that 
makes the wheels go 'round. 4ipnet understands the 
vital role networking plays in your business, and 
therefore has created a portfolio of WLAN products 
that emphasize simplified deployment, centralized 
management, and enhanced performance. 

The EAP200 Enterprise Access Point and 
HSG200 Wireless Hotspot Gateway are two prod- 
ucts that cater to large and small businesses, re- 
spectively. But scalability is another core principle 
that 4ipnet applies when designing products, 
which means users can connect multiple EAP200s 
and HSG200s together to expand coverage, gain a 
more secure and seamless management experience 
by incorporating a WHG Series controller, and 
purchase accessories to effectively mold the perfect 
WLAN product to suit virtually any need. 

4ipnet EAP200 Enterprise 
Access Point 

Large businesses looking for a fast, secure, and 
easy-to-use wireless access point need look no fur- 
ther than the 4ipnet EAP200 Enterprise Access Point. 
This unit delivers up to 300Mbps 802.11b/g/n Wi-Fi 
data rates, making it ideal for high-bandwidth ap- 
plications such as video surveillance, multimedia 
streaming, and VoIP. Other features include QoS 
(Quality of Service) and WMM (Wi-Fi Multimedia) 
for superior voice and video performance. 

The EAP200 comes with 4ipnet's exclusive 4ipWES 
(Press-n-Connect) technology, which lets users es- 
tablish a WDS (Wireless Distribution System) link 
between the EAP200 and additional access points for 
extending coverage across the enterprise. The EAP200 
features a Layer 2 Firewall for local network security, 
support for tunnel-based AP management, and sup- 
port for multiple enterprise-grade security protocols 
such as 802. IX, WPA, and WPA2. Users can easily 
segregate traffic on the EAP200 using multiple ESSIDs 



with VLAN tags; they can generate up to eight virtual 
APs for multiple uses or for different applications or 
departments. 4ipnet's WHG Series controllers can be 
used to manage the EAP200. The EAP200's higher 
throughput, security, and durability make it a perfect 
choice of wireless connectivity for your applications. 

4ipnet HSG200 Wireless Hotspot Gateway 

Small organizations looking to set up a 
hotspot, either for an additional revenue stream 
or as a free service to their customers or em- 
ployees, will find a lot to like about 4ipnet's 
HSG200 Wireless Hotspot Gateway. 

The HSG200 and the Network Ticket Generator 
Kit combine a powerful and secure 802.11b/g/n 
wireless module with 4ipnet's Smart Device 
Server 100 (SDS100) and the PRT100 POS printer. 
Once installed and configured, the receptionist, 
cashier, or anyone else can press a button 
on the SDS100 to issue temporary guest 
logins that expire after a set amount of 
time. Better yet, customers and busi- 
ness owners can rest assured they are 
browsing safely without risk of common 
public hotspot attacks, such as password 
sniffing and DHCP spoofing. 

The kit also lets you determine what 
Web page users will see upon login. The 
HSG200 features the same 4ipWES (Press- 
n-Connect) technology as the EAP200, so 
expanding range with up to two additional 
access points is quick and easy. 4ipnet's 
Web-based configuration utility is stream- 
lined enough that even non-technical users can 
configure the network and create multiple pricing 
plans — for instance, a half-day plan and another all- 
day plan, each with dedicated pricing. At the point 
of sale, users can select the appropriate plan using 
the up and down arrows on the SDS100 and then 
press Enter to print out the access ticket. The HSG200 
Wireless Hotspot Gateway is ideal for medium-sized 
hotspots in convention centers, coffee shops, restau- 
rants, libraries, shopping malls, hotels, and more. ▲ 
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What You Need To Know About 
Search Engine Optimization 



by Rod Scher 



Considering that 20 or so years ago the Web 
didn't even exist, it's amazing how ubiq- 
uitous it has become and how powerful a 
force in terms of sales and marketing. Whatever 
you're producing or selling, as a businessperson, 
you would no more think of running a business 
without an Internet presence than you would op- 
erate your business without insurance. 

But how far would you go to ensure that your 
Web presence was effective? Would you pay an 
expert who promised to increase your Internet vis- 
ibility? Would you pay that expert even if he used 
unethical means to increase that visibility? And 
here's perhaps the most telling question of all: If 
your contractor were using unethical means to in- 
crease that visibility, would you even know it? 

The executives at JC Penney did not — or at least, 
that's what they're claiming. The giant retailer ap- 
parently used an SEO (search engine optimization) 
company that increased its Web visibility by uti- 
lizing a "black hat" technique that used "anchor text" 
links — many of them irrelevant — to redirect users 
to JCPenney.com. The result was increased visibility 
for JC Penney, but only because its SEO contractor 
peppered thousands of unrelated Web sites with ir- 
relevant JC Penney links. See a "cocktail dress" link on 
a site? A "Samsonite carry-on luggage" link? If clicked, 
both would take you to JCPenney.com. Even if the 
links showed up on a nuclear engineering site. 

That's a no-no. When the story broke, Google 
dropped JC Penney's ranking some 60 points. 

If you're thinking that a big company such as JC 
Penney should know better, consider the cautionary 
tale of even larger BMW: The German carmaker used 
a program to trick search engines into seeing one page 
while users saw something different. That's called 
"cloaking," and in response Google simply dropped 
BMW from its German site altogether. 

White Hat vs. Black Hat SEO 

Any approach that conforms to the search engines' 
guidelines and that presents to search engine indexing 
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'bots the same content that a user would see quali- 
fies as a "white hat" SEO technique, and there are 
plenty such techniques that an ethical business can 
use to increase its Web visibility. 

Improving a site's content so that it's better 
and more relevant to the user is a very basic — 
and often overlooked — white hat SEO tech- 
nique. The fact is that better content will ulti- 
mately improve your site's ranking. Also, the 
use of relevant and effective keywords and key 
phrases gives search engines something mean- 
ingful to latch on to. Proper coding (using ap- 
propriate titles, metadata, and markup) is also 
appropriate and effective. 

All of these will improve your site's — and 
therefore your company's — visibility. 

"White hat and black hat approaches both re- 
quire significant time and resources," says Dan 
Thornton, an independent digital content and mar- 
keting specialist based in the UK. "The key dif- 
ference is that one approach returns sustainable 
long-term value that is generally adaptable when 
Google and Bing change their ranking criteria; the 
other carries the constant risk that it will not only 
be negated, but can lead to actual penalties, such as 
BMW being removed from search listings." 

Are Black Hat Techniques Illegal? 

Unless there's fraud involved, black hat tech- 
niques are rarely illegal. However, you may be 
violating contract terms and you could trigger pen- 
alties that would undo all of the visibility you had 
gained; in effect, you will have wasted whatever 
time and money you had spent on SEO. 

"Search engines are constantly tweaking and 
updating the mechanics of how they rank pages, 
and as a result, the updates can often target spe- 
cific bad practices and render them useless," says 
Thornton. "In big cases, the search engine com- 
pany may apply a manual penalty, as in the case 
of JC Penney, or even remove your site completely 
from search results, as in the case of BMW. In ef- 
fect, your business could cease to exist for a large 
percentage of Internet users." 

How Can You Know? 

You're probably not the person who actu- 
ally came up with your company's SEO strategy. 
You may have outsourced that to a third party, 
or perhaps your marketing people teamed up 
with your IT staff to find ways to improve your 
Web presence. But if your company's SEO strategy 
strays into black hat territory on your watch, the 
responsibility is yours. You need to find a way to 
manage that process or the relationship with a 



vendor if you have someone else in charge of that 
aspect of your company. 

Thornton says, "Companies need someone in- 
house with adequate knowledge of digital and par- 
ticularly search activity to oversee that area, even if 
the bulk of the work is outsourced to an agency." 
Even if JC Penney execs truly were unaware of what 
was happening, says Thornton, someone in the 
company should have been able to spot what was 
happening and react before external analysts and 
observers became aware of the situation. 

What To Look For In An SEO Vendor 

"Hiring any external vendor requires due dili- 
gence or it could lead to problems. Picking the right 
SEO vendor should involve references from pre- 
vious clients, ideally going back several years, for 
starters. You can also get advice from Google or Bing 
on companies they recommend," says Thornton. 

Implementing an SEO strategy is no different 
than implementing any other business strategy, 
say experts. It requires due diligence and under- 
standing at least the basics of what constitutes good 
and bad practices. Even a rudimentary under- 
standing will help you ask the right questions and 
prevent a potential disaster. 

"Don't assume that hiring a third party allows 
you to forget about SEO," says Thornton. "Anyone 
contracted to your company should be monitored 
on a regular basis by someone with some under- 
standing — and you should have access to the right 
analytics and SEO software to be able to examine 
what they are doing, in addition to requiring that 
the vendor provide you with clear reporting and 
specific results." 

Take Control Of The Process 

It's easy to cede the over- 
sight of your SEO initia- 
tive to others, which is how 
some have gotten in trouble. 
Don't get caught short, as ex- 
ecutives at BMW, JC Penney, 
Overstock.com, and others 
have been; take control so you 
can ensure the use of appro- 
priate SEO techniques. ▲ 



Several organizations have attempted 
to codify and rank SEO fundamentals. 
This pyramid, from Seattle-based 
provider of SEO software SEOmoz, 
recommends starting with the basics 
and working your way up to social 
media. (Image courtesy of SEOmoz 
at SEOmoz.org.) 




"Increasingly, social media 
signals are being integrated 
into SEO, which means 



digital marketing strategy 
is increasingly important to 
ensure that everything you 
do is working toward the 
same aim," says SEO expert 
Dan Thornton. 




The SEO Pyramid 

For optimal results, start with a 

strong base, and build your way up. 
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Make The Changes 
That Actually Matter 



by Joanna Clay 





Going green" could arguably be one of the 
most popular catchphrases of the last de- 
cade. As trendy as the phrase might seem, 
it actually encompasses a number of practices that 
contribute to environmental sustainability and cut 
business costs in the long run. 

In her book, Greening Your Small Business, 
Greenhance (www.greenhance.com) partner Jennifer 
Kaplan offers a long definition for what in the world 
people are saying when they claim they're going 
green. "When people talk about going green, they 
are typically talking about efforts to reduce or miti- 
gate carbon-producing activities that cause global 
warming/' says Kaplan. "The primary culprits are 
the by-products of burning fossil fuels to provide the 
energy we use in the course of our daily lives." 

As noble as combating global warming might 
sound, there are plenty of practical ways a small 
business can execute an effective environmental 
management strategy. 

Recognize Areas Of Improvement 

To give some credit where it's due, you're probably 
already taking some steps toward greening your busi- 
ness. You might have made a decision to do so when 
you were upgrading appliances or installing security 
features on your building. Do you have low-flow 
aerators on your faucets? These will save you two 
gallons per minute, which translates into energy and 
cash savings. And aside from being unflattering on the 
complexion, there's a secondary reason to get rid of 
traditional fluorescent bulbs: low mercury CLF (com- 
pact fluorescent lamp) bulbs. They look like spirals 
and could save you hundreds of dollars annually. If 
you're using motion sensors for less frequented areas 
in your building, then you're currently reducing your 
company's energy consumption. Also, check to see if 
you're using a programmable thermostat and Energy 
Star-certified equipment, to conserve heat. 

Still, while all of these implementations are fine 
and dandy, they're no more than a launching point 
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At thegreenoffice.com, 
purchasers can browse more 
than 38,000 green office 
products and locate resources 
such as greening webinars, 
green business certifications, 
and sustainability consulting. 
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from which you can 
take your small business 
from a yellow-green to a 
dark shade of green. 

In order to improve 
or "greenify" your busi- 
ness, you need to look at 
its "life cycle," says Linda 
Chipperfield, vice presi- 
dent of marketing and 
outreach at Green Seal 
(www.greenseal.org), 
a nonprofit organiza- 
tion that creates sustain- 
ability standards for companies (and consumers) 
that help promote a renewable environment. In 
other words, if your product or service is deemed 
worthy of the Green Seal logo, it has passed rig- 
orous testing to meet sustainability requirements. 

"We encourage businesses to buy or use 
third-party certified products and services to 
be sure that what they are getting is really pro- 
tecting their staff, their customers, and the envi- 
ronment," says Chipperfield. "At Green Seal, we 
look at environmental issues such as biodegrad- 
ability, VOCs, and whether a product is safe for 
aquatic life or contributes to water pollution." 

Hilary Kusal, executive director at Green 
Business Alliance (www.greenbusinessalliance 
.com), says that depending on the type of busi- 
ness, a decision to not follow eco-friendly guide- 
lines could be very damaging. 

"A business should review their daily opera- 
tions as they relate to the impact on our planet. If 
the business is not ready to make broad changes, 
choose one or two targeted changes that can be 
made relatively easy and inexpensively," Kusal 
says. "At the very least, move your business onto 
the green spectrum. From there, prioritize the 
various areas of your business that could use a 
green-over and put an action plan into place with 
deadlines for each task." 



Reprioritize Internal Operations 

Prioritizing green initiatives should include 
establishing a clear plan to reduce your busi- 
ness's eco-footprint, communicating the mes- 
sage to your staff, and asking them to partner 
in your vision by practicing energy-saving 



behaviors. Using promotional 
materials, such as posters and 
emails with friendly power- 
saving suggestions, you 
can request that employees 
power down their systems 
at the end of the day, reduce 
paper waste, and bring wash- 
able dishware to work. To 
implement sweeping changes 
(when you're ready for them), 
you can recycle computer 
hardware, convert to digital 
signatures only, and invest in 
green cleaning products for 
janitorial services. 

If you're ready to take some 
of these steps, but you're unsure 
how to get going on some ini- 
tial strategies, visit the U.S. Small 
Business Administration's Green 
Guide For New Businesses at (www.sba.gov/con 
tent/ green-guide-new-businesses). You can learn 
how to purchase environmentally friendly products, 
remodel your building to match green standards, 
and make changes that can prevent pollution. 

Customers & Costs 

Your customers' satisfaction will reflect 
your ROI, so be sure you deliver on the 
"green promises" you make. 

According to Chipperfield, "Anything a busi- 
ness says about green changes that it has made 
should be clear, relevant, and true. It should pro- 
vide enough information about how the changes 
really protect the environment so that customers 
won't be misled. It's all part of maintaining your 
customers' trust." In light of these customer 
expectations, the FTC is going to make it more 
difficult for companies to slap unsubstantiated 
environmental labels on products. 

But, what is it going to cost you to carry 
out your trustworthy green philosophy? Well, 
maybe not that much. 

"There are numerous ways in which a company 
can become more environmentally friendly," says 
Kusel. "Some of these changes may involve a little 
bit of money but require a lot of flexibility within the 
operation, while others may be more costly but may 
not affect the daily operations as much." 

In the long term, Kusel says that in addition to 
contributing to environmental sustainability, busi- 
nesses will see cost savings because of increased en- 
ergy efficiency, tax credits (where applicable), waste 
reduction, and the greater productivity associated 
with high employee morale. ▲ 
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Take Control Of Your Data 

MarkLogic Gives You The Answers You Need 



by Nathan Lake 




any businesses have seen a boom in un- 
structured data — information that doesn't fit 
neatly into a database. Common examples 
include emails, text documents, PDFs, and images. 
The data can be used to help companies improve 
customer satisfaction, conversion rates, and the ability 
to compete. MarkLogic focuses on unstructured in- 
formation, so your company can develop and deploy 
actions based on the data in less time — and at a lower 
cost — than with conventional technologies. We spoke 
with MarkLogic CEO Ken Bado and Vice President 
of Engineering Ron Avnur about the key benefits a 
customer would receive. 

How has the management of unstructured infor- 
mation changed recently? 

Bado: Unstructured data is bloating, and typically it 
accounts for around 80% of the data created by a busi- 
ness. What attracted me to working with MarkLogic 
was the ability to manage that unstructured data, 
retrieve it quickly, and perform analytics on it. 
Traditional solutions don't handle unstructured data 
particularly well, because it doesn't fit into rows and 
columns. What happens is that the companies are 
trying to find any way they can to deal with the big 
data — but at the end of the day, it doesn't work. 

What differentiates MarkLogic from the competition? 
Avnur: What MarkLogic has shown to customers over 
the years is that they can harness the unstructured 
data to create new sources of revenue, perform ana- 
lytics, and get more insight into the organization's 
finances. Unstructured content is a first-class citizen 
in our data model. Applications built on MarkLogic 
can get sub-second answers to complex queries at 
petabyte scale. 

What types of businesses are ideally suited for 
MarkLogic's products? 

Bado: At this point, we have two specific customers 
that MarkLogic is particularly successful with: The 
first is the publishing industry as they are a creator of 
data and moving from a paper world to a data world, 
and the second is government business. Our nation's 
security is largely based on MarkLogic. The people 
that keep our borders safe gather knowledge from 
many sources; that [data is] unstructured and in many 



languages. They make sense of it using MarkLogic. 
We also plan on using partners to reach out to indus- 
tries like manufacturing, transportation, pharmaceuti- 
cals, and financial services to reach other areas. 

Can MarkLogic help businesses make better deci- 
sions in real time? 

Avnur: Yes, because our indexes all update in real time 
and we can answer queries to the database on-the-fly. 
For example, a financial services firm could build a 
repository of all their derivatives and therefore have 
a better understanding of their exposure when a par- 
ticular trading partner has just been downgraded from 
an "A" rating to a "B" rating. 

The FAA now uses MarkLogic for its Emergency 
Operations Network. MarkLogic was brought on 
shortly after the "Miracle on the Hudson." As you 
probably recall, the first message was a tweet and the 
FAA realized how valuable gathering that type of in- 
formation could be. The FAA now uses MarkLogic to 
be able to take tweets, emails, word documents etc. on- 
the-fly and filter the information to develop a real-time 
picture of what's happening. By now monitoring that 
type of information-what we call unstructured infor- 
mation-the FAA can get a 3-minute jump on rescues. 

Can MarkLogic help businesses distribute content 
more efficiently? 

Avnur: Yes, and one good example is with mobile de- 
vices. All the different form factors, such as ereaders, 
iPads, iPods, iPhones, BlackBerrys, and so on, require 
publishers to be able to deliver the content specifi- 
cally for the device, as well as based on what the user 
is allowed to see or what type of subscription they 
purchased. MarkLogic has worked with Zinio [a ser- 
vice that creates digital editions of reading material] 
to deliver magazine subscriptions to various types of 
devices, as well as Wiley Custom Select [a Web site 
that lets teachers build their own course materials] to 
let them pick and choose chapter, sections, and sub- 
sections to build a book in real time. 

In short, if you need to have questions answered 
or build an application with your unstructured data, 
MarkLogic can quickly build a solution to meet your 
needs. MarkLogic's ability to scale also means that 
it will handle the questions of today, as well as the 
needs of tomorrow. ▲ 
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Best Buy Offers 
Help Desk Support 
For Small Businesses 

Remote Assistance Whenever You Need It 



Who are you going to call when you en- 
counter computer equipment problems? 
The Geek Squad® Small Business Help 
Desk Support program from Best Buy® For Business 
gives small businesses access to six months of unlim- 
ited, 24/7 remote technical assistance. The plan covers 
PC and Mac configuration and troubleshooting, basic 
networking issues, malware removal, printer installa- 
tion and troubleshooting, and much more. We spoke 
with Zach Husted, Best Buy For Business Product 
Manager for Services, about the initiative. 

What type of assistance does Geek Squad Small 
Business Help Desk Support provide? 
Husted: This service provides the business customer di- 
rect access to a Geek Squad Agent. Customers can chat 
with an Agent to solve their basic computing needs. 
There are Geek Squad Agents available nationwide 
that work 24/7. As long as customers have Internet ac- 
cess, they will be able to get our help desk, and we'll be 
able to remotely access their computer. 

What types of businesses does the service address? 
Husted: We're really aiming this at small to medium- 
sized businesses. So, when you think of someone who 
has a remote workforce — such as realtors, medical of- 
fices, or even small/home office-based businesses that 
an IT staff doesn't make sense for — this is truly an offer 
to best support them with our remote capability. In our 
eyes, there aren't many people who would not be an 
ideal fit for the service. This also has the potential to 
supplement larger businesses that have an IT staff. This 
offer allows an IT staff to work on hard breaks that 
need to be onsite and that can't be solved remotely. 

What was the genesis of the program? 
Husted: We saw the need to really differentiate our- 
selves in the marketplace and be able to truly give 
our customers immediate access to getting help with 
their technological needs in association with IT. We 
see it this way: Every time they have an issue, they're 
reaching out to Best Buy to help solve that. The value 



is that if we can't solve the issue remotely, we have the 
ability to immediately schedule an Agent to come out 
and fix it onsite for incremental pricing. 

How old is the program? 

Husted: The Help Desk program went live this year. 
We're gaining velocity with this offer, and the cus- 
tomer adoption of it is phenomenal. We're seeing a 
lot of success with the offer in businesses of all sizes, 
where they'll purchase the program from us but they'll 
also purchase what we call "bulk hours," which are 
pre-priced hours they can use at their disposal for 
onsite service. For instance, if a business buys the pro- 
gram and they have five employees, they buy five 
units of this offer that's good for six months, and they 
also buy bulk hours. They can buy 20 pre-paid hours 
from us. If we're unable to fix the issue remotely, the 
remote Agent can schedule against their bulk hours 
to have someone go onsite and troubleshoot their 
problem or fix their product. 

How does this service differ from others? 
Husted: We saw a unique need in the marketplace for 
customers to be able to have instant access to help. 
We created just that by utilizing our team of Geek 
Squad Agents. We wanted our customers to have ac- 
cess to our Agents 24/7, and be able to leverage our 
nationwide footprint to keep their businesses up and 
running. To my knowledge, no one else in the mar- 
ketplace can offer this robust an offer that can deliver 
the level of satisfaction and consistency that we can. 
To take a quote from our SVP Glen Swanson, "We 
take a lot of pride in being able to solve problems for 
our customers at the intersection of technology and 
connectivity." 

Why should customers consider the program? 
Husted: Efficiency. When customers have an issue 
with their computer, they can't wait a couple of hours 
for a tech to help them out. They can get instant access 
to one of our Agents, and 90% of all computing issues 
can be solved remotely. ▲ 
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Desktops? 



Decide Whether To Keep Or 
Replace Your Desktops 



by Josh Compton 



Technology evolves quickly, and it can be 
difficult for businesses to keep up with 
new trends and products that enter the 
market. Computers, specifically, seem to be- 
come outdated not long after they're deployed. 
One of the toughest decisions any executive 
has to make is whether or not to upgrade the 
workplace desktops in any given year. You 
must think about cost, company needs, and 
existing vs. emerging technology, among other 
factors. We'll explore a few considerations to 
keep in mind as you look into replacing your 
company's computers. 

IDo We Need To Get New Desktops? 
There are many ways to extend the life of 
your current desktops, which may be a good 
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option if they are less than two years old. You 
should look at the overall needs of your com- 
pany and determine if your computers are ca- 
pable of running the software your employees 
need in order to be productive. If you own a 
technology-based company, you may need the 
newest operating systems and software. If not, 
you may be able to invest in other alternatives, 
such as virtual desktops or cloud computing. 

"One option is the virtual desktop," says 
Andy Woyzbun, lead analyst at Info-Tech 
Research Group. "You don't operate the soft- 
ware on your PC. Instead, it's on a central 
server or on a server hosted by someone else. 
The question you have to ask is, 'Can I satisfy 
all the needs of my employees without a more 
powerful machine?'" 

Woyzbun says that virtual desktops are great 
for running word processing programs and 
less intensive software but that this won't be a 
solution if your company needs the latest and 
greatest software titles. This question also ex- 
tends to individual departments within a com- 
pany. For instance, you may find that graphic 
designers need the newest computers and 
software to effectively do their jobs, but that 
customer service representatives or other em- 
ployees may not need comparably sophisticated 
machines. The answer may be to only replace 
computers for the graphic designers but not 
the rest of the workforce. However, Woyzbun 
warns that this can lead to problems. 

"If you have one department with Windows 
7 computers, one with Vista, and another with 
XP, there is no way to make sure that the soft- 
ware your company needs will work on every 
machine," says Woyzbun. "The hassle of de- 
ployment may not be worth it." 



2 What Is The Total Cost Of Ownership? 
The second thing to consider is overall cost 
for your current desktops vs. the new desktops 
you would purchase. Total cost of ownership 
doesn't just include the initial cost of buying 
the hardware but also takes into account de- 
ployment, maintenance, and other issues. Each 
desktop may only cost $400 up front, but extra 
warranties or service agreements, software in- 
stallations, and general repairs will start to add 
up in the long term. Even electricity costs need 
to be considered, especially if you're thinking 
about investing in green technology. 

"Electricity costs for desktops with flat monitors 
are usually around $50 per year, but the reality 
is that in most jurisdictions, the cost of electrical 
power is going up," says Woyzbun. "Green ma- 
chines use less power and over the long term you 
will definitely see the savings." 

You should also weigh warranties and service 
agreements against future repair costs. If your 
existing desktops are four or five years old, they 
may be close to the end of their life. This could lead 
to expensive repair costs that could be avoided by 
purchasing new desktops. The key is to look ahead 
and know when your computers will no longer 
be worth putting extra money into and plan on 
buying new desktops then. 

3 Can We Just Upgrade? 
If your company is smaller in size, you may be 
tempted to upgrade your desktops with new op- 
erating systems or even add more memory. While 
this may be a short-term solution for extending the 
life of your computers, it may end up costing you 
more in the long run, especially if the computer 
needs hardware upgrades in addition to (or simply 
to support) software upgrades. 



CUT COSTS BY 
PLANNING AHEAD 

▲ If you decide to replace 
your desktops, the best 
way to cut costs over the 
long term is to plan ahead. 
Try to buy computers that 
can be easily upgraded 
and updated to maximize 
their overall lifespan and 
deploy them in phases 
rather than all at once. 

▲ "Obviously, buying 
new PCs can be quite a 
large expenditure for an 
organization/' says Gartner 
VP Steve Kleynhans. "As 
such, it is important to take 
a structured approach. 
Realize that PCs do wear 
out over time and, as 
applications change, these 
computers can become 
less suitable for the tasks 
your users might have. 
Establishing a life cycle 
approach and applying it 
to your PC fleet spreads 
out the costs over time and 
makes it more of a process 
than a project." 
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"To upgrade a PC, I'd need to buy the up- 
grade license, which is around $150 to $200," says 
Michael Silver, research VP and distinguished 
analyst at Gartner. 'Then, if it's an older PC, I may 
need to pay an extra $50 to $100 for more RAM. It 
will take a few hours to install the hardware and 
software so that costs as well. Spending a few hun- 
dred dollars to upgrade a four- or five-year-old PC 
often doesn't make sense. It's like paying $3,000 to 
fix a 10-year-old car that's worth $1,000." 

Many companies see this problem when 
they want to upgrade from Windows XP to 
Windows 7. They find out that their computers 
don't have enough power or memory to run the 
operating system. If you find yourself in this 
situation, it may be a better idea to take that 
money and invest it in new computers. 

4 Should We Switch To Laptops? 
Another thing you might consider is a switch 
from desktops to laptops, but as with any tech- 
nology, there are pros and cons to this approach, 
as well. One benefit of laptops is that your em- 
ployees can take them wherever they go. And now 
that laptops are getting faster and can hold more 
information, there may not be much of a drop-off 
in overall performance when transitioning from a 
desktop. Additionally, there are docks available 
that can connect your laptop to a keyboard, mouse, 
and monitor to create a desktop-like experience 
while in the office. However, there are drawbacks 
that could add up over the long term and make 
laptops a less viable option. 

"Laptops tend to suck up more power than desk- 
tops," says Woyzbun, "so from a green perspective, 
they tend to be more expensive. Out of warranty 
repair costs are often more expensive as well." 

The lifespan of laptops is also considered to 
be shorter than desktops, but that all depends 



on the amount of wear and tear the laptops are 
likely to endure. The argument in favor of lap- 
tops is that they are portable and great for road 
warriors or regular travelers. But if you aren't 
taking these laptops out of the office, there isn't 
an overwhelming benefit to putting them in 
place of your desktops. 

5 Can We Wait For New Technology? 
When it comes to deciding if you want to 
spend money on new computers or hold off, 
one last thing to gauge is where technology is 
now compared to where it's likely to go in the 
next few months or years. The most important 
thing you can do is plan ahead and not rush 
into buying new computers that you don't need. 
Memory and hard drive storage are getting less 
expensive every year so if your employees can 
work with the desktops they have now, you may 
be able to wait for better ones later on. 

You should also look at the future of desktops 
in general. New tablet computers are introduced 
every day, and while they are nowhere near as 
powerful as desktop computers, they may get 
there in the next few years. You should gather as 
much research as you can on where the computer 
market is heading so you can buy devices that fit 
into your company's long-term plans. 

A Well-informed Decision 

The only reason to buy new desktops or any 
type of device for your company is so your em- 
ployees can adequately perform their jobs. 
Consider their needs when looking at new com- 
puters, but also remember to calculate the total 
cost of ownership and keep your company's future 
plans in mind. If you do so, you should be able to 
make a decision that will benefit both your work- 
force and your company as a whole. ▲ 




"Unless you're going to get 
at least two more years of 
useful life out of a PC, we 
probably would not suggest 
spending the time or money 
to upgrade your operating 
system," says Michael Silver, 
research VP and distin- 
guished analyst at Gartner. 
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a reseller or PC vendor," 
says Gartner VP Steve 
Kleynhans. 
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Desktop 

Tower Options 

Get The Right Solution For Your Small Business 



by Carmen Carmack 



If you are looking for a new tower computer for 
your small business, consider the following features 
when making your decision. 

Processor 

Intel and AMD are the major providers of PC pro- 
cessors today. For general-purpose business com- 
puting, you should look for a dual-core or quad-core 
processor, such as the midrange Intel Core 2, Intel 
Core i3, or AMD Phenom processors. If you com- 
monly use or create multimedia content such as video, 
choose a higher-end processor such as the Intel Core 
i5, Intel Core U, or AMD Phenom II processors. 

Memory & Graphics 

In general, look for 4GB of memory. If you run 
memory-intensive applications such as video-editing 
or 3D design software, go with more memory and a 
64-bit operating system. Regardless of the amount of 
memory you start with, pay attention to the maximum 
so you have the option to add more memory later on. 

Graphics adapters handle the way a PC displays 
information. There are two types: integrated and dis- 
crete. Most computers have integrated video, which is 
slower and uses some of your system's memory. But 
for most business needs, integrated video works well 
and is less expensive. If you use visually demanding 
applications such as video editing, choose discrete 
graphics with 512MB to 1GB of video memory. 

Operating System 

Microsoft's Windows 7 comes in numerous 
editions and versions. Win7 Professional includes 
support for Windows XP Mode, so you can run 
WinXP-compatible applications that are not yet 
supported in Win7. It also lets you connect to com- 
pany networks. (These features are not included in 
Win7 Home Premium.) Upgrade to Win7 Ultimate 
if you want Windows BitLocker anti-theft protec- 
tion and support for 35 languages. Also consider 
whether to choose a 32-bit or 64-bit version of 
Win7. If you plan to use high-end applications that 



require more than 4GB of memory, a 64-bit version 
of Win7 is required. (Note that device drivers for 
hardware such as printers and displays must be 
64-bit capable. If you plan to use existing hard- 
ware, confirm that 64-bit drivers are available.) 

Networking, Video Outputs & Ports 

Towers come with an Ethernet port to connect to a 
wired network and the Internet. An integrated or add- 
on Wi-Fi adapter lets you connect to wireless printers 
and servers. Most adapters use the newer 802.1 In 
standard; make sure your wireless router supports it. 

Towers typically include an analog VGA output. 
For a digital display, you need a DVI output or an 
HDMI output. HDMI ports can also connect to an 
external HDTV. For better multitasking, consider mul- 
tiple monitor support. 

You need plenty of USB ports on the front and 
back for peripherals, along with the convenience of 
front ports for a microphone, headphones, and media 
cards. And consider at least one of the new USB 3.0 
SuperSpeed ports for faster data transfer. 

Other Features To Consider 

Get as large a hard disk drive 
as you can afford, with a speed of 
at least 7,200rpm. Also consider a 
system that includes external drives 
and bays that you can use to back 
up data, or go with one that sup- 
ports RAID (Redundant Array of 
Independent Disks). Some manu- 
facturers also offer backup and re- 
covery software and services. 

Finally, review the warranty 
and support options to ensure 
you are covered if something 
happens to your new tower. 
Consider how long you can op- 
erate without it when deciding 
whether to purchase additional 
support or service contracts. ▲ 



SOFTWARE 
CONSIDERATIONS 

Carefully review the 
applications bundled 
with your system. One 
advantage to purchasing 
a system online from 
the manufacturer is that 
you can customize ap- 
plications, and most are 
preinstalled. In addition, 
verify the compatibility 
of any existing applica- 
tions you plan to install 
on your new system. 



The Dell Vostro 460 is a 
mini tower designed for 
small businesses. Many 
tower systems today 
come in a mini or slim 
form factor, which uses 
less space under 
or on top of 
your desk. 
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Servers For 
Small Businesses 



A Decision Making Guide 



by Serdar Yegulalp 



KEY POINTS 

A Having a server in- 
house lets you keep your 
hardware, software, and 
data closer at hand than 
on a remotely hosted or 
in-the-cloud server. 

▲ Not all companies 
should try to keep 1 00% of 
their servers in-house, but 
should instead consider it 
for their most vital, day- 
to-day operations: local 
file-sharing, software and 
user-policy management, 
and email. 

▲ Windows server soft- 
ware comes at a premium 
cost but offers much more 
immediately useful 
functionality, especially 
for those with existing 
Windows workstations. 

▲ Most Linux server 
software comes with no 
upfront cost but requires 
greater expertise to 
configure and maintain 
and has a feature mix that 
is more oriented towards 
other Linux machines than 
towards Windows PCs. 



A server in a small business environment 
has gone from a luxury to a near-necessity. 
It provides a common place to store and 
access data; gives you ways to work remotely, 
collaborate, and keep in touch; and it affords its 
users protection against unwanted visitors from 
the outside world. That said, adding a server isn't 
something you can do as casually as adding a new 
PC — you have to know what you really need from 
a server, and in what form. 

Windows Server vs. Linux 

Most any server for business will use one of 
two basic software platforms: Microsoft Windows 
(www.microsoft.com/windows) or Linux. 

Over the years Microsoft's server lineup has 
expanded to encompass a great many scenarios, 
big and small. Most Windows Server editions have 
been aimed at data centers and IT shops, but a ver- 
sion exists that's aimed most directly at business 
users: Windows Small Business Server, now in its 
2011 incarnation. The "Essentials" edition of SBS is 
designed for businesses with fewer than 25 users 
and minimal needs; the "Standard" edition in- 
cludes email in the form of Microsoft Exchange and 
numerous advanced technologies. Microsoft offers 
a free 90-day trial edition of SBS for download. 

Linux stands in contrast to Windows in many 
ways. It's distributed without cost and can be run 
without paying licensing fees, although many 
Linux vendors charge for professional support or 
specific business features. Also, Linux is not sup- 
plied solely by any one entity. Instead, different 
companies and organizations package Linux into 



WINDOWS SMALL BUSINESS SERVER 2011 EDITIONS 



Feature 


Windows SBS 201 1 Standard 


Windows SBS 201 1 Essentials 


Maximum number of users 


75 


25 


PC backup functions 


No 


Yes 


Exchange 2010 


Yes 


No 


SharePoint Foundation 2010 


Yes 


No 


Remote access features 


Yes 


Yes 


Virtualization 


Yes 


Yes 



a variety of distributions with various target 
audiences: end users, IT departments, and so on. 
Red Hat Enterprise Linux (www.redhat.com), 
Ubuntu (www.ubuntu.com), and OpenSUSE 
(www.opensuse.org) are among the most widely 
used and recognized distributions. A number of 
distributions, such as ClearOS (www.clearfoun 
dation.com), have also been created specifically 
for small business servers. 

Finally, Linux's hardware requirements tend to 
be more modest than Windows Server, although 
the exact requirements will vary depending on 
the services and the exact edition of the operating 
system. Much existing PC hardware can be repur- 
posed as a server, although sometimes that requires 
adding memory or storage to bring it up to speed. 

In-house vs. Remotely Hosted 

As of late there has been more of a push to 
allow organizations to run server applications ex- 
ternally — in a remotely hosted facility or in "the 
cloud." In some cases — for a customer-facing Web 
server, for instance — this makes sense. 

That said, owning and operating a server in- 
house has many benefits, most of which revolve 
around control and ownership. You own the hard- 
ware and can change or upgrade it as needed; 
said hardware is dedicated entirely to your usage 
and isn't shared with other customers; you can 
enforce your own variety of access control over 
the system; you pay once for both hardware and 
software rather than monthly fees; you can often re- 
use existing hardware; and you can better weather 
Internet outages by keeping more resources local. 

What Servers Provide 

The range of things provided by the average 
server for business has expanded over time, but 
many common features remain unchanged. Some 
of those functions are directly related to business 
(email, scheduling). Others revolve around the 
infrastructure of the server and its PCs (security, 
user policies). 
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Email 

Depending on your needs, an in-house email 
solution could be as simple as a set of mailboxes 
(akin to the email supplied by an Internet provider) 
or something on the order of Microsoft Exchange 
or Zimbra (www.zimbra.com), which provides not 
only email but calendaring, instant messaging, and 
many other collaboration functions. 

A major advantage of having locally hosted mail 
is that you're not as much at the 
mercy of your Internet connection. 
If the 'Net goes down, you'll still 
have access to all the mail on your 
local servers even if you can't re- 
ceive or send. 



Protection & Filtering 

A server is also often used as a gateway to the 
outside world, a way to filter and control the in-house 
Internet connection. This could be anything from 
screening email for spam to blocking downloads of 
viruses or forbidding access to unwanted Web sites. 
Both Windows and Linux have software to deal with 
these issues, and at the very least come with Internet 
firewalls as a built-in feature. 



User Security & Policies 

Most businesses will want to 
set rules about PC usage. This is a 
major selling point for Windows 
Server where you already have 
Windows desktops: the former 
can be used to manage the latter 
in great detail. The administrator 
can set policies for everything from 
user activity to which software can be run on what 
system. Linux has similar mechanisms, such as 
PolicyKit, which comes bundled with the Ubuntu 
and OpenSUSE distributions, although Microsoft's 
approach is more out-of-the-box especially when 
used with other Windows machines. 

Backup & Restore 

Automated backup of both the server and its 
client systems is a valuable feature in any orga- 
nization. The newest editions of Windows Small 
Business Server have integrated backup features 
that protect both the server and PCs connected to 
it. Linux can do the same things either with native 
functions (although that requires manual configu- 
ration) or a third-party product such as Zmanda's 
Amanda (amanda.zmanda.com), which can protect 
both Linux and Windows PCs. 



Automated 
backup of both 
the server and 
its client systems 
is a valuable 
feature in any 
organization. 



Software & Data Distribution 

Servers can also be used to 
handle the way files, software, and 
updates are shared between and 
provided to PCs within the orga- 
nization. File sharing is common 
across platforms, but Windows has 
a selling point in how it can manage 
software distribution as an adjunct 
to user policies, as described above. 
Linux servers are best suited to 
managing software distribution to 
other Linux systems, although they 
can be configured to share out files 
(including application installers) to 
Windows PCs. 

Another adjunct of this is using the server it- 
self to run applications, which can be done either 
through a remote-desktop arrangement or through 
a Web interface. Some collaborative business ap- 
plications work in this fashion and require a server, 
even if only a minimal one. 

Web Hosting 

Both Linux and Windows Server are respected 
Web-hosting platforms, and so either one of them 
can be used as a Web server with excellent results. 
Note that hosting a publicly accessible Web site, as 
opposed to a site for internal business use, is best 
done off-premises through a dedicated provider. 
Web sites are that much more prone to attack, and 
so should be segregated from your workaday sys- 
tems for security's sake. ▲ 



LINUX SERVER DISTRIBUTION FEATURES 

Note that most variants of Linux are free to use and support Web serving, file and printer sharing, email, 
and compatibility with Windows networking. 



Distribution 


Major Features 


CentOS 


Variant of Red Hat Enterprise Linux that requires no support contract purchase 


ClearOS 


Easy to set up and maintain via graphical console; offers many common small business server features 


Red Hat Enterprise Linux 


One of the most widely used and supported varieties of commercial Linux; however, requires support contract 


SUSE Linux Enterprise Server 


Support for Novell NetWare products 


Ubuntu Server Edition 


Rapid setup; can install on relatively simple hardware 
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Business Software 



The Latest Releases & Updates 



by Rod Scher 



othing ever stays the same, certainly not 
in the world of business-related software. 
Attempting to manage a business while keep- 
ing track of new and updated software releases is 
enough to try anyone's patience, so we'll give you a 
hand by letting you know what's available. 

SAP, Microsoft Release Duet Enterprise 

SAP and Microsoft have announced what some 
claim is essentially a reboot of Duet, the companies' 
2005 attempt to tie SAP's ERP (enterprise resource 
planning) software into Microsoft Office. Available 
through a new joint partner program, Duet Enterprise 
connects SharePoint 2010 with SAP's ERP applica- 
tions, and provides tools and content to help cus- 
tomers develop composite applications for SharePoint 
and SAP. Duet Enterprise also includes the ability 
to use offline tools and offers single sign-on and ad- 
ditional management and monitoring functionality. 
Duet Enterprise allows customers to create collabora- 
tive workspaces in which are shared information from 
SAP and Microsoft applications. 

ezW2 2010 

Since you recently slogged through your 
company's yearly W2 and 1099 reporting respon- 
sibilities, you may 



1099 MISC 2010 | 
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The new release of ezW2 
makes quick work of 
filling out and printing 
payroll-related tax forms. 



be looking for 
something easier. 
Halfpricesoft.com 
has released the 
latest version of 
its ezW2 applica- 
tion, promising 
that even first- 
time users lacking 
an accounting 
background can 
begin doing pay- 
roll immediately. 

The company 
says that, despite 
its ease of use, ezW2 2010 provides all the features 
of higher-priced accounting offerings, including 
the ability to print two forms on one sheet. The 
application eliminates the need for multiple copies 
of some forms by laser printing Social Security 



Administration-approved substitutes on plain 
paper and even lets you import employee and con- 
tractor data from CSV files. 

Windows Small Business 
Server 2011 Standard 

If you're thinking of hosting your own email 
and /or collaboration servers, you'll find the new 
Windows Small Business Server 2011 Standard re- 
lease useful: The product is essentially a convenient 
bundling of the Windows Server operating system 
with Exchange and SharePoint. An integrated con- 
sole helps simplify management, and this release 
adds remote access facilities to aid in supporting 
mobile users. 

The package includes Windows Server 2008 R2 
as its operating system, Exchange Server 2010 SP1, 
and SharePoint 2010 Foundation Services. 

The management console has been revamped, 
and the Remote Web Workplace option has been 
reworked as a SharePoint application called Remote 
Web Access. Note that the software can no longer 
be installed on 32-bit systems. 

Check Point 3D Security 

Check Point is now debuting a new "3D se- 
curity" approach to network protection, which 
examines multiple dimensions of attack surface 
and layers to provide security. The new approach 
is part of the R75 firmware update to Check Point's 
security portfolio. Check Point Vice President of 
network security Oded Gonda noted that security 
must evolve to the point at which it's as much 
about business objectives as it is about deploying 
technology. "It all starts with business policies and 
what you are trying to achieve from a business per- 
spective," he said. Instead of security being based 
solely on IP addresses and ports, the new release 
also considers and applies sophisticated secure ac- 
cess policies. 

Tools & Support For IBM zEnterprise System 

IBM has announced new development tools 
aimed at allowing enterprise customers to design 
and deliver applications, a move that the company 
says will "reduce IT and administration over- 
head through a single, integrated development 
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platform." IBM's new tools come in the form of 
an integrated software development platform that 
can help development teams design, develop, test, 
deploy, and manage software for the IBM zEnter- 
prise System across multiple operating systems and 
languages. The company says that the new platform 
will help enterprise clients increase their agility, 
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Vehicle Fleet Manager lets you track and manage your fleet vehicles, including 
keeping notes on service dates, lease info, fuel use, and more. 



analyzing and viewing data, so they can quickly gain 
insight into performance," said Zap president Garth 
D. Laird in a recent press release. 

Jive 

Version 5 of Jive's social business application 
lets companies provide their employees with effi- 
cient and effective business-oriented 
social networking tools that can 
build customer support communi- 
ties, enhance sales and marketing 
channels, and improve collaboration 
of all types. Social business tools 
utilize Web networking to engage 
both customers and employees; this, 
says the company, results in acceler- 
ated innovation, improves corporate 
communications, social commerce 
with customers, improved product 
launches, and other benefits. The 
Jive platform is expandable and cus- 
tomizable via the Jive Apps SDK, 
which can be used to build light- 
weight, high-impact social network- 
oriented apps for business. 



reduce development complexity and cost, and mini- 
mize project risk. 



Veeam Business View 2.0 



Vehicle Fleet Manager 

Vinity Soft has announced the release of the 
latest version of its Vehicle Fleet Manager, which 
lets businesses effectively manage their vehicle 
fleets. Vehicle Fleet Manager 3.0 is a high-end ve- 
hicle management application aimed at making it 
easy to record and manage all information relating 
to the company's vehicle fleet quickly, reliably, 
and efficiently. The new release incorporates every 
aspect of fleet management, including storage of all 
kinds of information about the vehicles in its fleet, 
such as license plate numbers, insurance data, serial 
numbers, and more. The new version can also track 
information about drivers and accident histories. 

Zap Business Intelligence 2011 

The newest release of the Web-based Zap Business 
Intelligence suite includes new and improved data 
visualization and analysis capabilities, enhanced 
SharePoint support, multi-browser support, and mo- 
bile business intelligence for iPad users. Updates have 
also been made to Zap CubeXpress, including support 
for Microsoft Dynamics CRM 2011. According to the 
company, the tool speeds the creation of SQL Server 
data warehouses and other data sources. "The 2011 
release provides customers with improvements in 



Data storage provider Veeam Software has 
released Veeam 
Business View 2.0, 
an add-on compo- 
nent of its Veeam 
ONE suite aimed at 
optimizing the per- 
formance, configura- 
tion, and utilization 
of virtual infrastruc- 
tures. According 
to the company, 
Business View 2.0 
allows companies to 
manage their virtual 
environments by 
grouping, viewing, 
and managing clus- 
ters, hosts, VMs (vir- 
tual machines), and 
data stores based on 
criteria such as busi- 
ness unit, department, location, purpose, SLA, and so 
on, rather than based on their VMware infrastructure 
locations. This provides companies with an automated, 
flexible, and dynamic way to group virtualization ob- 
jects within different categories: business unit, depart- 
ment, purpose, and others. A 











Veeam Business View 






Technology View 
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Veeam Business View is 
useful for improving the 
visibility and management 
of virtualized environments. 
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Greenovations 

Energy-Conscious Tech 



by Nathan Lake 



An App That Pinpoints Electric Charge Sites 



devices that make 



our lives easier also 



produce some 
unwanted side 
effects on the 



Fortunately, many 
consumer elec- 



tronics manufac- 



turers are working 
to create products 
that keep us pro- 
ductive while 



reducing energy 



demands to lessen 



our impact on 



Here, we take a 
look at the new- 



technology 



initiatives. 




O 9 



If you or your business is interested in electric vehicles, you'll want 
the free PlugShare app (free; www.plugshare.com) from Xatori. It 
shows you a local, up-to-date network of public charging stations that 
are compatible with today's newest EVs (electric vehicles). The app is 
currently available for the iPhone, iPad, and iPod touch; an Android 
app is expected soon. As a PlugShare user, you can choose to publish 
the location of your outlet and share it with others in the PlugShare 
community. Users can contact you via the information you choose 
to share with PlugShare, such as address, type of outlet, phone, and 
preferred time of contact, to set up a charging appointment. This way, 
those with EV outlets can also help to further aid the EV revolution. 

When using the app, you can enter a destination to see a map of 
the locally shared outlets. Xatori's founders expect that sharing your 
electricity won't add too much to your electric bill. For example, in the 
San Francisco area, it would cost around 15 cents an hour to charge an 
EV. Xatori reports that most people will use the app to top off a vehicle, 
rather than charge it fully, so as to ensure they can make it to their desti- 
nation if they've miscalculated how far the EV could go on one charge. 



Wave Motion Energy 

The PB150 PowerBuoy from Ocean Power Technologies (www.oceanpowertechnologies.com) can generate up 
to 150 kilowatts (enough to power approximately 150 homes) of clean, renewable power from waves between 4.9 
feet and 22.9 feet high. OPT will install the PB150 PowerBuoy around 33 nautical miles from Invergordon, Scotland, 
for ocean trials, and a second PB150 is under construction in Oregon. The trials will examine how the PowerBuoy 
structure and mooring system responds to the waves and how much power the onboard generators produce. The 
PB150 has already received independent certification from Lloyd's Register. 



Fuel Cells That Power Homes & Businesses 

ClearEdge Power (www.clearedgepower.com), manufacturer of fuel 
cell technology, introduced the ClearEdge5, which is a fuel cell that 
converts natural gas into electricity and heat. Instead of burning the gas, 
which creates greenhouse gases such as carbon dioxide, the hydrogen is 
processed in the fuel cell. Then, the fuel cell transfers the electricity to the 
AC panel and the generated heat is sent to the building. Benefits include 
reduced energy costs and a significantly lower carbon footprint. 

Overall, the ClearEdge5 consumes around 40% less fuel than what 
the power and heat you receive from the grid uses. The electricity gener- 
ated also costs around six cents per kilowatt-hour; utility rates may be as 
high as 50 cents per kWh, ClearEdge claims. Using heat from the Clear- 
Edge5 will reduce carbon emissions by 35%. ClearEdge Power indicates 
that the ClearEdge5 is available for government incentives and utility re- 
bates, including the Federal Incentive Tax Credit, to help reduce costs. The 
ClearEdge5 will generate around 120kWh per day, and the efficiency of the 
unit is around 90% when customers use both the electricity and waste heat. 
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Digital Power 

Green Plug (www.greenplug.us) is creating a power adapter that would be compatible with a variety of devices 
(no matter the power needs), provide power at all times, and power down when not needed. The digital power 
adapter would eliminate vampire power drain (energy used when no devices are connected or 
in use) for all connected devices. Recently, Green Plug announced its GPP (Green Power 
Processor), which electronics manufacturers can use to create power adapters that com- 
municate with the power source and connected device to determine when the device 
needs energy and when power should be cut. The GPP can also work with Green Plug's 
GLP (Green Load Processor) to communicate with and control the power adapter. 



The EcoATM 

A new kiosk system lets you recycle your portable devices and get money or store 
credit in return. Place your portable device in the ecoATM (www.ecoatm.com), and it 
will inspect your device for working functionality and assign the gadget a secondary 
market value. After the EcoATM inspects and accepts the device, it issues payment, 
which retailers can configure to deliver as a gift card, cash, trade-up coupon, or chari- 
table donation. Most recently, ecoATM announced that it offers kiosks with a built-in, 
ATM-like cash dispenser for complete consumer self-service. The goal of ecoATM is to 
reduce eWaste by providing a convenient and incentive-based way to recycle gadgets, 
which helps to lower the toxic eWaste in landfills. 



Eco Navigation 

In an effort to help you become more fuel-conscious when driving, Earthrise 
Technology created the Eco-Navigator ($189.90; www.eco-nav.com) — a GPS naviga 
tion device you can connect to your vehicle's onboard diagnostics port to provide real- 
time efficiency from the engine. The information from the engine is more accurate than the 
projected values from traditional GPS devices. The Eco-Navigator tracks fuel consumption, 
carbon emissions, speed, and other items to help you reach optimum gas mileage. Turn-by-turn 
navigation is available with Navteq maps for the U.S., Canada, Europe, and China. The Eco-Navigator also 
keeps a record of vehicle service reports to remind you of scheduled maintenance. 





Environmentally Friendly Mobile Phone Guide 

GoodGuide (www.goodguide.com) is a Web site that rates 
the environmental, health, and social performance of prod- 
ucts, including food, household items, and apparel. Recently, 
GoodGuide added ratings for mobile phones, and the Nokia C6 
received the highest rating of 7.7 out of 10. The testing took into 
account environment scores assigned to the phone by environ- 
mental indicators, such as energy management and environ- 
mental disclosure, as well as company-level environmental scores 
and corporate social performance. Overall, the site considers 150 
different factors for the final score. Other top-rated models were 
Samsung's Blue Earth, Motorola's Citrus, and Palm's Pixi. 
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Energy-Efficient Incandescent Bulbs 

Halogen bulbs are now starting to replace incandescent bulbs on store shelves, but if you prefer the look 
and light of incandescent bulbs, check out GE's new incandescent halogen bulbs (prices start at $5 for a two-pack; 
www.gelighting.com). The combo bulbs dim and turn on instantly and operate 22% more efficiently than tradi- 
tional incandescent bulbs. Clear and Reveal versions are available in two-packs of 29-, 43-, 53-, and 72-watt varieties. 
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KEY POINTS 

A As smartphones 
continue to enjoy a popu- 
larity explosion, mobile 
monitoring is becoming 
increasingly viable as a 
method for keeping track 
of in-house IT equipment. 

▲ Mobile monitoring 
applications generally 
provide dashboards and 
similar easy-to-view 
interface elements that 
deliver a quick view of 
server status and other 
information. 

▲ Matching a monitoring 
application to a specific 
business or IT need pro- 
vides the best chance of 
experiencing success from 
a remote user standpoint. 

▲ Because some mobile 
monitoring applications in- 
clude the ability to manage 
equipment, care should 

be taken to ensure security 
protocols are tight around 
the application's use. 



Mobile Maestro 



Take Your Infrastructure On The Road 




by Christian Perry 



On a chilly Friday evening in early March, 
Nathan Harig drove nearly 50 miles from his 
workplace to propose to his girlfriend and 
then stay the weekend. However, the next day he was 
alerted to a major problem with the database that the 
Cumberland Goodwill EMS uses to schedule non- 
emergency routine transports. As the organization's 
public information officer and the man charged with 
handling all of its IT requirements, Harig was under 
the gun to quickly fix the problem. 

Before the advent of smartphones, Harig would 
have been forced to leave his new fiancee and 
drive an hour to address the problem, or use a PC 
to remotely connect to the network — if a PC were 
available. But times certainly have changed. From 
the comfort of the couch, Harig used his Droid 
smartphone to verify if the problem was system- 
wide and check for any quick fixes. He also regu- 
larly uses LogMeln's Central and Ignition products 
on his smartphone to verify and troubleshoot the 




This Nimsoft iPhone App provides a series of menus that 
enable navigation to various monitoring functions. Through 
simple navigation shortcuts, an administrator can drill down 

throughout the application to the desired level of detail. 



transmission of EKG heart data that's obtained in 
the field and sent to doctors. 

"Mobile strategies give us a real competitive ad- 
vantage, and in the healthcare field that can make all 
the difference," Harig says. "Mobile devices can help 
me see at a glance what's wrong with my network — 
is it localized to one computer? — or if I'm going to 
have to come in to fix the problem. They're great 
resources to add with relatively little downside." 

View From Afar 

The average IT environment is teeming with 
equipment that demands constant attention to en- 
sure it's running at peak efficiency. Although much 
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of that attention is typically handled by desktop 
software that keeps a watchful eye on the network, 
servers, and other operating equipment for poten- 
tial problems, human interaction remains a crucial 
piece of the monitoring puzzle. Increasingly, the 
ability to monitor IT systems from 
mobile devices is a requirement for 
IT personnel who simply can't be 
on the premises around the clock. 

"Using tools on the mobile plat- 
form allows businesses to be in- 
formed about how they are operating 
from a technical standpoint," explains 
Oliver Mauss, chief executive officer 
of l&l Internet (www.landl.com). "It 
means those in charge of the internal 
IT systems have real-time informa- 
tion to maintain smooth operations. 
Alternatively, any glitches in service 
can be addressed quickly. In general, 
the technology that helps run a busi- 
ness from day to day will have some 
effect on most, if not all, areas of the 
company — communication, produc- 
tivity, marketing, and so on. Direct, 
immediate access when outside the 
office is a valuable resource to use for 
ensuring all systems are on track." 

As mobile devices continue to encroach on task 
territories typically dominated by desktop systems, 
developers are quickly becoming adept at creating 
products that streamline traditionally complex re- 
sponsibilities. Like a scene ripped directly from a geek 
version of a James Bond movie, IT administrators 
can now monitor the status of their servers and their 
running services right from their handheld mobile 
devices. But the possibilities don't end there — mobile 
solutions also are available to track other areas, such 
as email, network resources, storage, and more. 

Like their desktop counterparts, mobile moni- 
toring products generally come in the form of an 
app that can connect via the Internet to servers and 
other equipment. Some products require the use 
of a vendor Web service that provides dashboards 
and other reporting views of the customer's IT 
equipment. Also, the customer might need to per- 
form some software installation and configuration 
on the server or network before using the platform 
on a mobile device. Regardless of the variant, the 
powerful processing power of smartphones and 
the fast networks built by wireless providers are 
quickly morphing mobile monitoring products into 
nifty alternatives to desktop solutions. 

"There are now many IT performance and avail- 
ability monitoring vendors who offer mobile apps 
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that allow users to do things that they typically 
had to do from a thick client — provided by the 
vendor — or from a Web browser on their PC or 
server. Now, vendors are starting to expose Web 
services that a smartphone client can access over 
the Internet. As a result, smart- 
phone users can perform such 
tasks as assigning an alarm to an 
operator or escalating an alarm 
from minor to major severity," 
says Dan Birck, senior product 
marketing manager with Nimsoft 
(www.nimsoft.com). 



_L 



Available for iOS and Android 
devices, the 1&1 Mobile Server 
Monitoring app lets customers 
monitor services such as HTTP, 
HTTPS, SSH, and ping. The current 
service status appears as green when 
available and red when unavailable. 



Hone Your Mobile Strategy 

Despite the new world of ad- 
ministrative possibilities created by 
mobile monitoring products and 
services, deciding to deploy them 
shouldn't be a knee-jerk decision. 
Harig notes that simply consid- 
ering smartphone specifications 
isn't enough — instead, organiza- 
tions looking to adopt a mobile 
monitoring strategy should test 
their phones and ensure that mo- 
bile applications actually exist to 
accomplish their specific needs. Mauss adds that it's 
helpful to enter the mobile monitoring arena with 
the mindset that you want to perform a specific task 
online that you previously performed offline. 

"Mobile-based monitoring tools are useful for 
any company; it is just a matter of which apps will 
benefit a specific business the most. For example, it 
would be valuable for a small Web-based startup 
to use apps that help efficiently monitor commu- 
nication with a target audience, be it customers, 
co-workers, or business leads. A larger company 



"It's an extra level of assur- 
ance that a patient's critical 
information is received by the 
right people when they need 
it most— and it's all able to be 
done from a mobile phone," 
says Nathan Harig, public 
information officer with 
Cumberland Goodwill EMS. 
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with an internal technician, however, might be best 
served to use a server monitoring application to 
track the many services often used to run a busi- 
ness that is of substantial size," Mauss says. 

The mobile monitoring field is still relatively 
young, which means that there isn't a massive 



"Mobile devices enable organiza- 
tions to develop flexible working 
policies whereby more control 
and accessibility is available to 
workers who may be remote or 
mobile," says Jonathan Marshall, 
global portfolio manager for 
UCaaS with CSC. 



collection of mobile applications on the market. 
In fact, Birck says that most smartphone-enabled 
apps are just clients of the monitoring solution's 
server-side components. Still, he says it pays to 
consider several factors before diving into mobile 
monitoring and making a product selection. For ex- 
ample, does the application in question align with 
your environment? If a vendor doesn't provide 
support for Android devices, for example, anyone 
who needs to perform monitoring with an Android 
device will be out of luck. 

Further, do you need read-only 

access, or do you need to actually 

perform actions within your infra- 
structure? This particular question 
opens another can of worms, be- 
cause with any form of power, the 
danger of corruption often lurks in 
the distance. The world of mobile 
monitoring is no different, because 
while these products and services 
provide plenty of administrative 
flexibility, they also create a direct, 
ultra-convenient pipeline to in-house 
information. Part of the concern re- 
volves around the fact that some mo- ^^^^^^^ 
bile monitoring products also allow 
remote infrastructure management — in other words, 
remote users of these products will be able to control 
servers and /or other equipment to a certain extent. 

"Many organizations are reluctant to open up 
the ability to remotely interact with secure core 



infrastructure due to the impact on the security 
policy that this can have," explains Jonathan 
Marshall, global portfolio manager for UCaaS with 
CSC (www.csc.com). "Such organizations will need 
to perform and adhere to rigorous security policies 
before they are able to open up their core systems 
to remote management. In many cases, organi- 
zations are not willing to allow this level of in- 
teraction, and the remote mobile device remains 
as a method of only delivering information and 
alerts to remote individuals." 

Find A Fit 

If you're still not convinced that mobile moni- 
toring could be useful in your environment, 
Mauss recommends stepping back and consid- 
ering areas of your business — either on the front 
end or behind the scenes — that could benefit from 
the technology. For example, are you (or one of 
your employees) ever on the road and could you 
(or the employee) use an overview of a server to 
ensure data isn't lost? Or do you need to track 
online visibility through various marketing initia- 
tives such as SEO (search engine optimization)? These 
and other tasks can be accomplished through offer- 
ings provided by software companies, Web hosts, or 
even hardware manufacturers that provide software 
utilities along with their hardware. 

"I think there is a great deal that can be done as 
more technology is developed for mobile phones, 
especially in the Web hosting industry," Mauss 
says. "Cloud computing is one of the strongest 
trends that hosting providers have seen in recent 
months, but the mobile space is quickly growing 



"Performance inconsistencies 

can be noticed immediately 

and resolutions to any issues 

can be done as soon as 

possible so email and the 

Web site, for example, are 

reachable," says 18(1 Internet 

CEO Oliver Mauss. 




in terms of technology and functionality. It will 
be interesting to see how the hosting industry 
chooses to develop in this environment if the on- 
going objective is to provide additional services to 
their customers." ▲ 
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Mobile Device 
Management 

What You Need To Know 



by Jennifer Farwell 



In January 2010, mobileStorm (www.mobilestorm 
.com) CEO Jared Reitzin proclaimed: "2010 is the 
year of mobile." If sales are any indicator, he was 
right. Technology research company IDC reports that 
smartphone shipments worldwide increased 74.4% 
from 2009 to 2010, to a total of 302.6 million units. 
More importantly for businesses, sales of consumer 
devices — specifically those running Apple iOS and 
Android platforms — went through the roof. 

If 2010 was the year of mobile, then 2011 is the year 
of MDM (mobile device management). Not only are 
smartphone sales predicted to continue exploding 
(by 49.2% in 2011, according to IDC), but increasing 
numbers of employees are bringing their devices 
into the workplace, or worse, sneaking them onto the 
corporate network (by 81% per a Juniper Networks 
survey). Businesses are trying to leverage these devices 



safely without breaking the bank. Even companies that 
have successfully deployed Research In Motion's BES 
(BlackBerry Enterprise Server) mobile management so- 
lution are wondering if their strategies need retooling. 

"IT departments are saying, 'No, you cannot bring 
that in until we figure out how to manage and secure 
it/ but it takes time to figure out that solution," says 
Jim McGregor, chief technology strategist for research 
company rn-Stat (www.instat.com). "It is essentially an 
IT nightmare that keeps getting worse." 

The good news is that close-to-perfect solutions are 
available now. Corporate management and security 
can be as comprehensive for mobile devices as it is for 
notebooks or remote desktops. 

Features such as end-to-end security — including 
remote wipe, lock, and reset; application and data con- 
trol through group- or user-specific profiles; and user 



KEY POINTS 

A Smartphone growth is 
exploding, with the fastest 
expansion coming among 
"consumer" devices such 
as the i Phone, the iPad, 
and Android devices. 

A An increasing num- 
ber of users admit to 
sneaking non-approved 
smartphones and other 
devices onto their corpo- 
rate networks. 

A To ensure data security 
without excess complexity, 
companies need a unified 
solution for managing 
the four leading mobile 
OS platforms. 

A Corporate-side solutions 
tend to be the most secure, 
although cloud-based 
offerings work if data is 
properly secured in a pri- 
vate cloud; device-based 
solutions leave more op- 
portunities for intrusion. 
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communication and support — are becoming standard 
in higher-end MDM solutions. Furthermore, some 
offer the ability to lock down specific functions of 
smartphones, such as the camera, Bluetooth, or Wi-Fi. 
A handful even let you segregate — or at least identify 
and control separately — personal and corporate data. 



"Look for configuration and policy 
management that can be configured 
and pushed automatically across all 
devices," says Karim Toubba, VP of 
product marketing and strategy for 
Juniper Networks. "This should happen 
automatically with a minimum of input" 



Breaking It Down 

You may be surprised to learn we don't recom- 
mend evaluating individual MDM solutions by func- 
tionality (security, access control, etc.) unless you are 
forced by financial constraints to give up some con- 
trol. While this is possible, the experts we spoke with 
agreed that building an MDM strategy from individual 
components is not a preferred solution. 

Why is this? Because the mobile device landscape 
is no longer a single-operating system world, yet 
server OSes and Web platforms persist on supporting 
their most relevant devices. For example, the latest 
versions of Windows Server are built to support 
Windows Phone 7, and Google has enabled compa- 
nies to control some Android de- 
vices through Google Apps. 

Supporting multiple platforms 
with a bunch of solutions (especially 
from the corporate side) can be com- 
plicated and dangerous. Even opting 
for a two-pronged solution — man- 
agement dashboard plus security 
suite — can expose your corporate 
network to risk. "There has to be a ^^^^^^^ 
single solution," says McGregor. "If 
there isn't, you are creating security holes." 

Karim Toubba, VP of product marketing and 
strategy for Juniper Networks (www.juniper.net), 
says forward-thinking executives accept they'll have 
to manage multiple mobile platforms (at minimum, 
Android, BlackBerry, iOS, and Windows Phone 7) 
and seek to aggregate as many functions and devices 
as possible under a single solution. "Complexity is the 
enemy of security," says Toubba. "There is an ongoing 



convergence of security and management. Look for a 
unified solution that spans the plethora of platforms — 
both smartphones and the emerging tablet market." 

Because of these recommendations, we focused 
on broad-based offerings and structured them not 
by functionality, but rather by point of control. The 
three levels at which you can most readily control 
and connect a corporate network with mobiles, and 
vice versa, are network, server, and cloud. (You can 
control mobiles at the device level, but this is a very 
risky behavior; it doesn't give you purview over any 
outside mobile devices that employees may use to ac- 
cess your data.) 

On The Network 

Network-based products are built into or integrate 
with the appliances (hardware) companies use as 
gateways between their corporate network and the 
Internet. With these solutions, users of smartphones 
and tablets, as well as notebook and desktop PCs, can 
access corporate resources from any Web browser via 
a secure connection. Ordinarily this is done through 
an SSL (Secure Socket Layer)-secured VPN (virtual 
private network). 

For the reasons we mentioned, these solutions 
should support all of the mobile devices that might 
connect to your network. One such solution is Juniper 
Networks' Junos Pulse platform. This SSL- VPN client 
enables any remote device with credentials and a Web 
browser to access corporate resources. It offers the most 
features when used with the firm's own hardware. 

A component of Junos Pulse is Mobile Security 
Suite, which integrates OS and device support, mo- 
bile device management and policy enforcement, 
and self-help support 



"With all that focus on the consumer, 
there are only a handful of guys that 
are looking at it for the enterprise," says 
Jim McGregor, chief technology strate- 
gist for research company In-Stat 




for the "big four" mo- 
bile OSes plus Symbian. 
The management dash- 
board, Junos Pulse Mobile Security Gateway, is a 
Web-based, hosted service. 

Serve It Up 

Server-side solutions are generally software 
suites that install on dedicated server hardware. For 
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Mobilelron offers a unified solution 
that integrates with a firm's Black- 
Berry Server installation to provide 
robust device management with 
automated user notifications. 



corporations using BlackBerrys, 
BES has offered server-side mo- 
bile device management and 
security for years. RIM (www 
.rim.com) partners with MDM 
developers such as Mobilelron 
(www.mobileiron .com), Odyssey 
Software (www.odysseysoftware. 
com), and Zenprise (www.zen 
prise.com) to connect BES with 
their solutions. 

This helps companies wishing 
to provision, manage, monitor, and 
secure devices running the leading 
OS platforms to do so through a 
single interface. The features of 
these unified solutions are too 
broad to detail here, but they cover 
every one of the controls compa- 
nies enjoy with notebooks, and more. For example, 
Mobilelron incorporates wireless (e.g. data and voice 
charge) expense management. (Athena offers five free 
perpetual licenses to BES users, a nice perk if you are 
on a budget.) 

BES 5.0 will debut an innovative feature called 
BlackBerry Balance. We weren't able to trial it, but 
according to Jeff Holleran, RIM's director of product 
management, Communications Platform Group, the 
function will be able to distinguish between corporate 
and personal data, yet offer users a seamless interface 
and more ease of use. 

"Everything is totally integrated — one calendar, 
address book, and email," says Holleran. "Yet, the 
user cannot paste corporate data into a personal 
email, or retrieve it with an application not authorized 
to access the corporate side." The solution works by 
reading which information flows through BES and 
which comes through BlackBerry Internet Service. 
Companies using BES 5.0 can even perform enter- 
prise-only wipes. 

Companies using devices other than BlackBerry 
may wish to explore Good for Enterprise (www.good 
.com), but the lack of Blackberry support can be prob- 
lematic. Also, die-hard Windows fans can enjoy multi- 
platform support with Odyssey's Athena product, 
which provides a unified dashboard for a wide array 
of mobile platforms. 

In The Cloud 

With cloud-based offerings, the MDM solution — 
and in some cases, corporate data itself— is hosted by 
a third party on servers other than your company's. 
Citrix (www.citrix.com), best known for GoToMyPC 
and GoToMeeting, is a leader in this space. Its focus 
is on desktop virtualization — giving mobile users 



access via their Web browsers to any- 
thing they ordinarily access from their 
desktops in the office. (GoToMyPC can 
handle some of this work, but since ac- 
cess is device-based, we don't recom- 
mend it.) 

Cloud-based mobile provisioning 
is expected to grow significantly over 
the next few years — ABI Research an- 
nounced that the enterprise mobile 
cloud computing market will be worth 
$5.2 billion by 2015. However, if your 
corporate data is hosted on a local net- 
work and your users merely access it via 
the cloud, there's always a chance local 
users will circumvent the cloud-based 
access, for example by getting corporate 
email delivered straight to their iPhones. 
For small to medium-sized firms 
with limited technical expertise, cloud-based solu- 
tions work best if you contract with a hosted data pro- 
vider that stores, secures, and monitors your data and 
applications, which reside at an offsite data center. 
In this scenario, all users — both local and remote — 
access data and applications "through the cloud," 




making it easier to spot errant employees. Select a 
data hosting service that offers a Citrix-powered so- 
lution for mobile (and remote) access and you will 
know your data is riding on a reliable platform. 

A Mobile Future 

No matter which route you take, while any mobile 
device management and security is better than none, 
even the smallest of businesses is taking grave risks in 
not addressing the shifting mobile landscape. "We are 
still in the infancy of trying to evaluate these solutions," 
says McGregor. "You have to have a comprehensive 
solution before you let these devices in." ▲ 



Jupiter's Juno Pulse 
platform incorporates 
a Mobile Security Suite 
that offers centrally 
managed, device-level 
antivirus/malware, 
firewall, and backup 
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Cloud computing, which is a fast-growing 
market, is revolutionizing the way busi- 
nesses and consumers handle IT needs 
and offer and accept services. 



The number of avail- 
able IPv4 addresses is 
quickly running out, 
necessitating a move 
to IPv6, which has 
far more possible 
addresses available. 



The End Of The Internet 
As We Know It? 



The Evolution Of The Next Big Thing 



by Seth Colaner 



The Internet has undeniably changed the 
world: how we communicate, how we work, 
how we entertain ourselves, how we do busi- 
ness, and how information is disseminated. It has 
changed how people become famous and how they 
ruin their careers. It has changed how we think of 
privacy, how movements are started and gain mo- 
mentum, how elected officials raise money and run 




USED 



UNUSED 



UNAVAILABLE 



campaigns, and how those who rebel against dicta- 
tors organize and gain international support. 

However, the Web is not a static entity; by nature, 
it is a collaboration between all involved parties, and 
its use continues to evolve and change over time. 
Within the last few years, a number of develop- 
ments — many of which are related and interdepen- 
dent — have emerged to fundamentally change the 
Internet and how we use it. In this article, we'll take 
a tour of some of these developments. 

Change Of Address 

There's probably nothing more indicative of how 
enormous the Web has become than the current 
situation regarding IPv4 address blocks. When the 
Internet's creators were standardizing its new tech- 
nologies way back when, they developed 32-bit 
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(12 digits long) IP addresses, known as IPv4. This 
system allows for around 4 billion addresses, which, 
at the time, surely seemed a safely high number. 

However, those early innovators didn't imagine 
how the Internet would explode across the globe in 
just a few short decades. As it turns out, they were 
very, very short in their estimation: Today, all the 
blocks of IPv4 addresses have been assigned to re- 
gional Internet registries, with just tens of millions 
of individual addresses remaining. Those addresses 
will probably run dry within months, not years. 

That is why the Internet is moving to IPv6. IPv6 
has 128-bit (39 digits long) addresses, which should 
provide an adequate buffer to ensure that we never 
run out of IP addresses. (Of course, that's what they 
thought with IPv4, so never say never.) The transition 
from IPv4 to IPv6, however, isn't as slick as just flip- 
ping a switch. The transition will require some clever 
use of existing technology, and it will take time. 

A Search-Based Future 

In the past, if you wanted to learn about (or 
how to do) something, the biggest obstacle was 
locating and acquiring information. The first stop 
was likely the local public or research library, and 
in many cases you had to send away for this or 
that, checking the mailbox every day for that hard- 
to-find manual or book. Now, if you spend 30 min- 
utes researching that same topic online, you'll have 
more sources than you have time to read through — 
even after you filter out the junk. Even when infor- 
mation on the Web was proliferating and you could 



Further, it's now easy to embed search function- 
ality into a specific Web site, so users can perform 
a search as they normally would but turn up results 
only from a particular site. 

The ubiquity of search engines has given rise 
to SEO (search engine optimization), which is a 
high-stakes game played by businesses and other 
entities of all stripes in an effort to be the top search 



Google Search I'm Feeling Lucky 



This simple, familiar Google search bar has significantly 
changed the way the world finds information. 



hit. There are numerous strategies involved in SEO, 
including building in keywords to the site's code 
so it will turn up in more search results. The more 
hits a site gets, the higher it appears in searches. 
Effective SEO can rocket a particular site or busi- 
ness to the top of the heap, and poor SEO can have 
an adverse effect; in either case, it's a testament to 
how reliant the computing world has become on 
Internet searches. 

Much Ado About Web 2.0 

Any more, Web 2.0 is so ubiquitous that it's hard 
to explain exactly what it is. The term came into 
frequent use in the early 2000s, thanks largely to 
Tim O'Reilly and his group's Web 2.0 conferences, 
and it's such a wide and imprecise category that it 
defies a concrete definition. The term refers less to 



$ Google - Mozilla Firefox 



Advanced search I 



UB± 



File Edit View History Bookmarks Tools Help 



- G < ^ (3 http:// W 



ft -I la- Google 



P 



i_Ml 



2H*B 



Most modern Web browsers, including Firefox and Internet Explorer, now have a small search bar right next to the address bar. 



acquire a great deal of knowledge and insight by 
asking around chat rooms or newsgroups and even 
in many cases look something up on a Web site you 
knew of, the task of finding what you were looking 
for was no picnic. 

Search engines have changed all that. Since the 
late 1990s, the concept of an Internet search engine 
has become the fastest way to find information on 
just about everything, from a research topic to a 
restaurant's menu. 

Additional tweaks to the original search func- 
tionality have given users even more power. For 
example, predictive and instant search suggests 
what you might be looking for as you enter a query 
and automatically displays results in real time. 



particular technological changes (although there are 
some involved) than to how the Internet is used. 

One way of thinking about Web 2.0 is that it's 
participatory; instead of creating a personal Web 
page all about myself (without having a product to 
sell or promote), I would now create a blog. Which, 
in addition to being a more polished, standardized 
way to carve out one's own space online, is more 
interactive thanks to comments sections. Social net- 
works, the consummate interactive Web platforms, 
certainly epitomize Web 2.0 as well as anything. 

Web 2.0 also includes Web-based services and 
online tools and applications, as well as new Web 
programming languages and related technologies 
to support them. It may all seem standard today — 
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online productivity apps, social media sites, Web 
mashups, collaborative wikis, and the like — but 
none of it existed as such in the years before Web 2.0. 

Cloud Takeover 

The growth of cloud computing has led to some 
major shifts in the tech industry, particularly on the 
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IT side of things. In a nutshell, cloud computing 
offers everything from infrastructure to computing 
platforms to software via the Internet. It's designed 
to offer companies an alternative to using certain 
local hardware or software, ostensibly to save costs 
in turn on capital purchases, maintenance, staffing, 
expertise, and energy. 

There is much legitimate debate around certain 
aspects of cloud computing, such as security and 
service agreements, but it's undeniable that cloud 
computing is here to stay and will continue to find 
adoption across all types and sizes of business. 
Smaller businesses without a tremendous amount 
of IT dollars, especially, can launch or maintain 
a business without worrying about finding of- 
fice space and personnel to accommodate their IT 
needs — not to mention the costs of physical infra- 
structure equipment. However, it's important to 
note that there's no guarantee that moving certain 
aspects of a business to the cloud is always the 
wisest financial or business move; companies must 
do their homework on what moving to the cloud 
will cost, how it will work, and so on. 

The ramifications of being able to pay a fee to 
a third party to provide most (if not all) of a com- 
pany's IT needs, as well as software as a service, 
are wide and deep. For one thing, the role of the IT 
professional drastically changes in a cloud environ- 
ment; for example, although there may be signifi- 
cantly less focus on running servers, the network 
requires special care and attention. 

For the average worker, among other things, it 
may mean using software through a Web browser 
instead of through locally installed applications; the 
worker can typically enjoy the ability to access that 



software anywhere a Web browser and Internet 
connection are available, and the burden of up- 
dating and patching those applications shifts from 
the IT department to the third-party provider. A 
company that runs some of its operations through 
the cloud, such as videoconferencing or real-time 
collaboration tools, can also more easily employ re- 
mote workers. This is a boon to both company and 
employee, because a given organization may be 
able to attract top talent, but that individual doesn't 
have to relocate to take the job. 

All About The App 

Say what you will about Apple and its iconic 
leader Steve Jobs, but the Cupertino, Calif.,-based 
company has certainly delivered compelling and 
wildly popular products. Possibly the company's 
largest contribution to the mainstream computing 
world, however (other than the omnipresent "i" 
in front of device names, a convention that many 
companies pilfered), is the "app." 

Apps are technically the same thing as applica- 
tions, and thus the term is partly just marketing 
jargon, meant to be a miniature of the longer term 
to coincide with the small form factor of the iPhone. 
However, it's indicative of the new paradigm pre- 
sented by mobile operating systems. Now, "app" is 
essentially shorthand for "application on a mobile 
device or operating system." 
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App marketplaces such as the Android Market provide 
thousands of apps for everything from news to help balancing 
your finances to games. 



Apps lie somewhere between traditional, locally 
installed desktop software and Web-based applica- 
tions that you access via a Web browser; on the one 
hand, they are locally installed, typically on a mo- 
bile device, but many are heavily reliant on Internet 
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connectivity. For example, a news app needs con- 
nectivity to collect the most recent headlines. 

Of course, not all apps are designed to interact 
with the Internet; some are standalone programs, 
such as to-do lists, games, and other types of 
software. However, at least in today's mobile en- 
vironment, you can't install any apps without con- 
necting to an online store, which is quite 
unlike being able to purchase software that 
you install on your desktop with a disc and a 
paper handbook. 

Further, apps are making their way to 
the desktop. Apple's Mac App Store, for in- 
stance, makes finding, buying, installing, and 
receiving updates for applications virtually 
the same streamlined experience as can be 
had at any mobile app store. 

Browser-based applications and tools are by 
no means going anywhere any time soon — in- 
deed, even entire operating systems, including 
Chrome OS and Joli OS, are built around the 
concept of a Web browser— but apps are cer- 
tainly edging their way into prominence. 

The Power Of Small 

Mobile Internet use is skyrocketing, and mo- 
bile devices themselves are becoming increasingly 
powerful. The old chestnut that people used sev- 
eral years ago to marvel at how far computing 
technology has come is that a typical home desktop 
computer was more powerful than the entire room 
of computers NASA's Mission 
Control used to help land men 
on the moon. Since then, that 
kind of computing power has 
come to laptops and even that 
smartphone in your pocket. 

Indeed, some smartphones 
and tablets now even sport 
dual-core processors — a fea- 
ture that budget-range laptops 
didn't have just a few years 
ago. And for those who balk at 
the diminutive screen sizes of 
smartphones, the tablet market 
has produced devices with 
much larger screens. 

Better hardware is certainly 
a factor in the increase in mo- 
bile Internet use, but it's the 
access to the mobile Internet 
itself that is really the primary 
driver behind it. The advent 
of 3G technology has meant 
that one could enjoy relatively 



fast Internet access, including the ability to stream 
music and video, away from the home and of- 
fice, unbound by Ethernet cables or even Wi-Fi 
hotspots. And now, as 4G networks continue to 
roll out, mobile broadband capabilities are begin- 
ning to rival the speeds you can get at home on a 
wired connection. 





The confluence of better mobile Internet access 
and better mobile device hardware, software, and 
operating systems is turning mobile Internet use 
into a burgeoning, game-changing evolution in 
how we access and use the Internet. 

Evolution Continues 

The Internet is undeniably one of those land- 
mark innovations that forever changes the 
world, and its brilliance and impor- 
tance is highlighted by the ever- 
evolving ways people build new 
innovations on it. The Internet is 
by no means mature, in the sense 
that it's reached its full potential; 
far from it. Instead, we're merely 
at one point in the evolution of 
the Internet and its overlying 
technologies, a point that may 
just be a blip or footnote in its 
long history to come. Although 
some of the above developments 
are exciting and recent, they may 
seem quaint in just a few short 
years as we get excited about the 
latest Internet-related technolog- 
ical innovations. ▲ 



Powerful mobile devices such as the 
iPhone from Apple give users unprec- 
edented mobile computing power and 
always-on Internet access. 
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For Your Tablet 

The Latest Software & Updates 



by Joanna Clay 



The tablet market and, along 
with it, the market for tablet 
apps are growing each day. 
With your busy schedule in mind, 
we scouted the app stores and com- 
piled a list of some of the most im- 
portant and useful apps, tablet OS 
updates, and app tweaks. 



List of Daily Exercises 

Stretches, Push-Ups, Sit-Ups, Ab Crunches, Leg Lift,. 
Notes from Project Alpha Meeting 

Urn's cost-benefit analysis yielded some interestin... 

Reasons to Buy Ultimate To-Do List 

1. Reduce stress; 2. Stop forgetting stuff; 3. Be mo... 

Regular Groceries to Buy 

Apples Bananas Lettuce Carrots Beef Chicken Nut... 

Wi-Fi Connection Information 

In the conference room, connect to the network "... 



XOOM Update Installs 
Flash Support 

Motorola (www.motorola.com) 
has rolled out OTA updates for 
the latest version of the XOOM's 
Honeycomb software several 
months after the tablet's release. 
XOOM owners can get the Android 
3.0 update via 3G or Wi-Fi connec- 
tion; otherwise an update notifica- 
tion will appear the next time your XOOM connects 
to a wireless network. In addition to the available 
enhancements in this software update, the re-up 
includes support for Adobe Flash Player 10.2 (avail- 
able in the Android Market) and general daylight 
saving time improvements. 

Sprint Launches ID Pack For Galaxy Tab 

Sprint (www.sprint.com) recently announced 
that Samsung Galaxy Tab owners can now down- 
load what is called an ID pack, a content bundle 
that includes apps, widgets, ringtones, wallpapers, 
and shortcuts. When users download an update, 
the Sprint ID icon will appear in the Applications 
Menu. Sprint customers with an Everything Data 

plan can download free ID packs. In general, the 
ID packs are themed and feature numerous 
services and capabilities. For instance, 



O New Note ■# Home Page 



the WHERE ID pack provides 
local weather, news, eatery, and 
traffic information. The Home 
Base ID pack has some of the 
following apps: Big Oven, E! 
Online, Pandora, Grocery Smart, 
and Springpad. Sprint has also 
made available other ID packs, 
such as Entertainment, Yahoo!, 
Socially Connected, ESPN ID, 
and Lo2Yo Latino. 

New iPad 2 From Apple 
Is 33% Thinner 



The update for Ultimate To-Do List- 
Tablet for Android 3.0 fixes a text 
copying issue on the Motorola Xoom. 



Apple's (www.apple.com) 
second-generation iPad is 
both slim and light, compared 
to its predecessor: iPad 2 is 
15% lighter and 33% thinner. 
FaceTime and Photo Booth are now available on 
the iPad 2 thanks to the addition of a front-facing 
camera and the 720p HD rear-facing camera/ 
video recorder. There are two new apps avail- 
able in the App Store for the iPad 2: iMovie and 
GarageBand for iPad, both priced at $499. iMovie 
is a video recording and editing suite that lets 
you share your clips on social media sites, view 
movies in the MobileMe gallery, and watch the 
final cut on other Apple devices, such as the 
iPhone or Apple TV. Apple also has iOS 4.3, 
the Safari browser, iTunes Home Sharing, and 
AirPlay. iPhone 4 owners (with a data plan) can 
also use their phones to support Personal Hotspot 
on the iPad 2. Identical to the first iPad, iPad 2 
features a 9.7-inch, LED-backlit LCD and up to 10 
hours of battery life. iPad 2 supports Wi-Fi and 
3G on AT&T and Verizon. 




Apple has released the second generation 

of the iPad, a tablet that features two cameras, FaceTime, and Photo Booth. 

There are two new apps designed for iPad 2, iMovie and GarageBand, for $4.99 each. 



Image courtesy of Apple. 
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Apple Rolls Out iOS 4.3 & Updates To 4.3.1 

To elaborate on the iOS 4.3 capabilities available 
for the iPad 2, Apple's mobile OS takes browsing, 
sharing, streaming, and connectivity to the next 
level. The iOS 4.3 update applies to the original 
iPad, iPhone, and iPod touch. The Safari browser 
gets a boost with the addition of the Nitro JavaScript 
Engine that features WebKit technology. Any 
media you store in iTunes 
(on iPad, iPhone, or iPod) is 
available to play on a Mac 
or PC with a Wi-Fi connec- 
tion, which is made possible 
by iTunes Home Sharing. 
Through AirPlay's wire- 
less technology, you can 
stream content from third- 
party apps and sites to your 
Apple TV; you can also 
operate a slideshow on an 
Apple mobile product using 
the Photo app and view the 
photos on your Apple TV. 

The 4.3.1 software update 

fixes several issues related 

to the following bugs: a 4G iPod touch graphics 
glitch, cellular connections, flickering images when 
using Apple Digital AV Adapter, and Web service 
authentication for enterprises. The update applies 
to iPhone 3GS, iPhone 4, iPad, iPad 2, and the latest 
two generations of the iPod touch. 

Ultimate To-Do List Syncs To Toodledo.com 

Designed for the Android 3.0 platform (and 
ideal for the Galaxy Tab and Motorola Xoom), the 
update for the free version of Ultimate To-Do List- 
Tablet (www.todolist.co) gives users Version 1.1.2. 
The new workaround addresses an Android bug 
that has plagued the Xoom. The bug previously 
initiated a force close when a user would copy text 
from a note. Ultimate To-Do List-Tablet is a free 
14-day trial, but you can download the full license 
for $5. The free version will organize tasks, sync 
them with Toodledo.com (an online to do list app), 
help you prioritize items, and let you customize 
general features. 

Scannify Improves Speed, 
Supports Honeycomb 

The latest software update for Scannify by 
Connectify (www.connectify.me) enhances protocol 
support, speed, memory, and OS compatibility char- 
acteristics. Functioning as a seeing-eye app for your 
wireless network, Scannify displays every PC, tablet, 
smartphone, or device that's using Wi-Fi, so you 



can share files and operate other sharing apps. If you 
want to view connected devices frequently, you can 
make a widget for them on your Android desktop 
by holding your finger down on an unused space 
to open the Android menu. Inside the menu, choose 
Widget and then select the Scannify widget. The up- 
date specifically offers more support for SCP, SFTP, 
and Samba protocols. The scanner is also "faster, less 
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Best for human resource and benefit specialists, the Towers 
Watson TWGIobal50 app for iPad provides employment data 
analysis and statistics for 57 countries. 



Cisco Quad for iPad makes available the Quad platform for 
remote workers. Employees can update their status, stay on top of 
collaborative projects via the dynamic activity feed, and post media. 



resource-hungry, and more accurate." Support for 
Android 3.0 makes better use of the tablet display 
and works with Honeycomb Widgets. 

Look Up Global Human Resources Data 

Towers Watson has created a new app for every 
Human Resource employee to download on his 
iPad: TWGlobal50 (www.towerswatson.com). The 
app provides statistics on "human capital data" 
in 57 countries. For each country, Towers Watson 
summarizes major employment feedback in four 
categories, which include planned pay increases, 
employee engagement levels, talent mobility rates, 
and healthcare benefit costs. By touching the email 
icon, you can capture a screenshot of a country's 
data and send it to your benefits team. 

Cisco Quad For iPad Connects 
Deskless Employees 

The newly released Cisco Quad (www.cisco.com) 
for iPad app works with the Cisco Quad platform for 
enterprises. In the same way "people come together 
to create and share experiences, insight, and knowl- 
edge . . . [on] a university campus quad," Cisco Quad 
hosts a collaborative workspace in which colleagues 
can communicate in real time. You can update your 
personal status when you're away from your desk 
and post multimedia in your Quad communities. 
Users can locate timely content, communicate via 
profile pages, and engage in virtual discussions. ▲ 
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For Your Smartphone 



The Latest Software & Updates 



by Nathan Lake 



LiveProfileisa 
real-time messenger 
that indicates when 
messages are delivered 
to the recipient, and 
it also tells you when 
the recipient reads 
the message or types 
a response. 



You probably rely on your smartphone for 
many things, but with new software and 
updates, you can improve 
the efficiency and functionality of 
your mobile phone. We'll detail 
the most popular newly released 
software and key updates to help 
you maximize your smartphone's 
features while you are on the road. 



New For Android 

If you're looking to limit the 
data traffic on your Android phone, 
check out SPB Software's SPB Wire- 
less Monitor ($9.95; www.spb.com). 
The app lets you calculate how 
much money you spend on your 
data plan by monitoring the traffic 
each application generates. A data 
usage alarm indicates when you're 
nearing the thresholds you set. 
Daily, monthly, or yearly custom 
period cost reports are available, and you can export 
this information as CSV files. SPB Wireless Monitor 
supports CDMA, GPRS, 3G, and Wi-Fi traffic data 
with peak and off-peak tariffs for more than 300 
service plans. 




SPB Wireless Monitor lets you 
track the phone's data traffic and 
associated costs. 




If you use Mozilla Firefox on your home PC, 
consider downloading Mozilla Firefox 4 For 

Android (free; www.mozilla.org). 
You'll enjoy tabbed browsing 
and have access to many of the 
add-ons you use in the PC ver- 
sion. And with Firefox Sync, you 
can copy all of the browsing his- 
tory, bookmarks, form data, and 
passwords from your PC version. 
Mozilla indicates that Firefox 4 For 
Android is faster than the stock 
Android browser (up to three 
times as fast) due to enhance- 
ments in the JavaScript engine and 
graphics. The interface offers con- 
trols that users can hide when not 
in use to maximize screen space. 
Location-aware browsing is also 
available to help you get informa- 
tion related to where you are. 
Sony Ericsson (www.sony 
ericsson.com) announced it is upgrading its 
Xperia X10 line of smartphones to Android 2.3 
at the end of Q2 or beginning of Q3. The upgrade 
is expected to provide users with the majority of 
the key functions of Android 2.3 while still main- 
taining the Sony Ericsson-specific UI and features 
that aren't restricted by hardware limitations. For 
example, Android 2.3's support of HDMI out is 
moot because it's not available in the Xperia X10 
line. Key highlights of Android 2.3 include faster 
text input, one word text selection with copy/ 
paste, and improved power management. 

Color (free; www.color.com) from Color Labs 
lets you create and share a group album with 
people who have Android phones or iPhones and 
are within 150 feet of you. The idea is that the others 
in the group will receive your photos and you'll 
receive their photos, which is ideal for parties and 
other events where you'll be sharing the photos 
with friends and colleagues. To share the multi- 
media content, all users would need to do is join 
the Color group, which means you won't need to 
bother attaching or uploading any files for sharing. 
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New For BlackBerry 

LiveProfile (free; www.liveprofile.com) is de- 
signed to keep you connected with all your social 
networks friends at the same time. The real-time 
messenger indicates when a recipient receives, 
reads, and even responds to a message you send, 
giving your communication the feel of a live conver- 
sation. LiveProfile integrates with Facebook, Twitter, 
and other popular social networking Web sites. You 
can also share pictures, videos, and status updates 
with friends using LiveProfile. The app does not 
use your existing texting plan and is accessible via a 
Wi-Fi or data connection. 

Need an inspirational way to start your day? 
Wakeful (free; www.wakeful.com) is an alarm 
clock that replaces the traditional music or noise 
with current weather reports, stock information, 
and news. You can also configure the voice reading 
the news as male or female. 

RIM released BlackBerry Travel (free; us.black 
berry.com), an app that will help you keep an 
organized and up-to-date itinerary. BlackBerry 
Travel will automatically scan the itineraries that 
you receive automatically on your BlackBerry, and 
if your flight is delayed or changed, the app will 
provide alerts to your phone. You can search 
and book hotels directly from 
BlackBerry Travel. Yelp is inte- 
grated with the service to help 
you find the best places to eat 
and shop at your destinations. 
If you wish to share your travel 
plans with others, you can 
email them or post the details 
to Linkedln. It also includes a 
five-day weather forecast and a 
currency converter. 

New For iOS 

Apple (www.apple.com) an- 
nounced iOS 4.3.1, an update 
that will fix issues with iPhones 
when users activate or connect 
to certain cellular networks and 
resolve an authentication issue 
when loading specific enterprise 
Web services. The app also will 
reduce the occasional graphics 
glitches found in AG iPod 
touches. And users of Apple's 
Digital AV Adapter will notice the elimination of 
image flicker when connected to a television. 

ActionNotes ($2.99; www.netwalkapps.com) 
from Netwalk is a note-taking app that features 




Tuneln Radio gives Windows Phone 7 
users access to more than 30,000 FM 
and AM radio stations. 



six color-coded sections that appear as tabs in the 
virtual notebook. A divider page acts as an index. 
The app also features Action Points, which are bits 
of text that you can turn into To Do Items (part of 
the to-do list on the right of the screen). You can 
also rearrange tasks into the order they should be 
accomplished. 

Twitter released an update for Twitter 
For iPhone (free; www.twitter.com) that 
makes it easier to upload photos, see local 
trends, and shorten links. For example, 
there's a camera button in the app's toolbar, 
and with an improved image preview, you 
can quickly choose the photo you want to 
include in a Tweet. When shortening links, 
just paste the link you want to share into the 
Tweet Box. A more comprehensive autocom- 
plete will improve the speed and accuracy of 
your posts. 

Google released an update for Google 
Latitude For iPhone (free; www.google.com) 
that adds a check-in capability, which means 
you can tell your friends the exact name 
of your location. And if you set Google Latitude 
to continuously update, you can let your friends 
know when you leave a location. As you continue 
to check in to places in the fu- 
ture, you'll begin to gain special 
statuses, including Regular, VIP, 
and Guru. 

New For Windows Phone 7 

In March, Microsoft an- 
nounced "NoDo" updates for 
Windows Phone 7, which add 
Cut and Paste functionality. After 
you receive the update, you can 
cut and paste by highlighting the 
word and tapping the Copy icon. 
Tap the place you want to insert 
the word and click the Paste icon. 
Microsoft also indicates that the 
update will provide you with 
faster app and game performance 
and improved Wi-Fi connectivity, 
and it syncs better with Outlook, 
MMS, and Facebook. 

Tuneln Radio (free; tunein 
.com) lets you listen to streaming 
audio from music, sports, and 
news stations worldwide. You can search for sta- 
tions by location, language, and genre to find the 
audio that suits you. Tuneln Radio offers more than 
30,000 FM and AM radio stations, including NPR 
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The newest version of 
Twitter For iPhone offers 
interface changes that 
make it easier to Tweet 
and access features. 



a virtual notepad. Users can sort notations into and the BBC. 
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IPHONE APPS 




Inventory Tracker 

Keep Tabs On Items, Shipping & Completed Sales 



If you're a "ticket broker" who is 
"constantly buying, selling, and ship- 
ping" inventory, but you don't want to 
be tied to a desktop PC to have to track 
your goods, this app was created es- 
pecially for you. At least that's the claim 
of the app's developer, Logan Sease, 
who is a ticket broker himself. Although 
its target audience is brokers, Inventory 
Tracker is "generic enough to sup- 
port managing any other type 
of inventory." 

Essentially, Inventory Tracker 
gives you a simple, intuitive, and 
effective way to view items that 
make up inventory you have 
for sale, items you need to ship 
to buyers, and items that you've 
sold. The app organizes this in- 
formation into Selling, Shipping, 
and Complete tabs, which appear 
at the top center, and they make 
jumping to the data you want a 
cinch. And a search field makes 
finding specific items quick. 

Inventory Tracker has a clean, 
streamlined, and familiar navigational 
feel that's easy to use. Arguably, the 
application's most glaring omission is 
its inability to let you view your entire 
inventory. Instead, you're limited to 
only viewing the inventory items that 
you have for sale, need to ship, or have 
sold. You can, however, instruct the app 
to display a summary report of your 
actions and share data by exporting 
various events to an Excel spreadsheet 
that's automatically attached to an email 
from within the app. 

A free Lite version of Inventory 
Tracker is available, so you can try it 
out first; however, this version limits 
users to tracking five inventory events. 




Sold: Of 8 

Paisley 

Sold: Of 2 
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Sold: Of 2 

Brooks 
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IPHONE APPS 
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Poynt 



Free • 8.6MB 
Multiplied Media's Poynt app (Rel. March 4, 2011) 
uses your current location to help you search for 
local businesses, movie theaters, and more. Use 
the GPS feature to navigate to your destination. 




Business Indicators 

Free • 3.8MB 
Business Indicators (Rel. March 14, 2011) from 
Leapfactor lets you keep track of business metrics 
and create tables and charts. You can also create 
voice or text notes and share them via email. 




Contracts App 

$4.99 -1.4MB 
Re-Evolve's Contracts App (Rel. Feb. 7, 2011) lets 
you fill in important details of a contract, and then 
sign it with your fingertip. The app also includes 
multiple contract templates. 




AppStat 

$0.99 • 2.1MB 
If you are an app developer and use a Flurry API 
key in your app, you can track sales and overall 
usage using Marc Jay's AppStat (Rel. March 19, 
2011). You need a Flurry account to use this app. 



Sales CRMEZi 

$9.99 -0.7MB 
Sales CRM EZi (Rel. Dec. 13, 2010) from EZi Phone 
Apps lets you track and manage sales opportuni- 
ties and create sales forecasts. You also can assign 
iPhone contacts to these opportunities. 




PayPal 

Free- 14.1MB 
PayPal's iPhone app (Rel. Feb. 21, 2011) takes the 
functionality of the Web site and puts it in the palm 
of your hand. Send or receive payments, check your 
account balance, and view your transaction history. 
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BLACKBERRY APPS 




CamCard Business Card Reader 

Traditional Business Cards Be Gone 



Believe it or not, plenty of people still use 
good ol 7 business cards to swap their con- 
tact information. Although the practice is 
perfectly acceptable, it can leave you with 
a pile of cards to sort through after attend- 
ing a conference or retreat when you want 
to get in touch with someone. IntSig's Cam- 
Card Business Card Reader aims to take 
the burden out of that reality by putting 
its OCR technology within your reach to 
transfer the information contained on 
those business cards into digital data 
you can store and more easily access 
on your mobile device. 

Using your mobile device's built- 
in camera, CamCard Business Card 
Reader goes to work with a few clicks' 
effort to automatically scan and cat- 
egorize such information as the con- 
tact's first and last name, telephone 
number, mobile device number, fax 
number, email address, mailing ad- 
dress, company, department, job title, 
URL, and more. The app turns the informa- 
tion into a searchable card that it saves to 
the Card Holder for that contact. 

Thus, after you transfer, say, John Doe's 
business card, you can access the infor- 
mation to do such things as place calls to 
John Doe, send him an SMS or email mes- 
sage, access a home page associated with 
him, and more. Further, the app's latest 
version includes support to locate a contact 
on Google Maps and conduct Linkedln- 
related searches. 

Other supported features include batch 
processing, letting you enter information 
for anywhere from one to 100 cards at once; 
automatic card rotation; automatic lan- 
guage detection; and add /merge abilities 
with existing phone contacts. Usage-wise, 
you'll need Internet access and the iPhone/ 
iPod touch's camera. IntSig also suggests 
capturing cards in the largest image size 
possible under good lighting. 
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BLACKBERRY APPS 




BlackBerry Travel 

Free • 2,854KB 
Research In Motion's BlackBerry Travel (Rel. 
March 21, 2011) lets you search for and track 
flights, find hotels, and more. And if you re- 
ceive your trip itinerary via email, the app 
automatically forwards it to your phone. 



PDF Scanner 

$4.99 • 211KB 
Melon's PDF Scanner app (Rel. March 23, 2011) 
lets you take a photo with your phone's camera, 
edit the image, and then convert it into a PDF 
that you can share with others via email. A free 
30-day trial of the app is available. 



GoPayment Credit Card 
Terminal 

Free . 1,095KB 
GoPayment Credit Card Terminal (Rel. Feb. 22, 
2011) from Intuit makes it possible to accept credit 
card payments using your phone. You get a free 
credit card reader if you sign up for an account. 




BlueTooth Calendar Sync 

• 868KB 

If your BMW has an infotainment system, you can 
install Avanquest Software's BlueTooth Calendar 
Sync (Rel. Feb. 11, 2011) and then sync and view 
your BlackBerry's calendar on in-car displays. 



Glance Tasks 

• 77KB 

Use Cloudhunter's Glance Tasks app (Rel. March 
21, 2011) in conjunction with the BlackBerry's 
Tasks app to organize and complete tasks. You 
can also import texts or emails as tasks. 



US Holidays 2011 

$0.99 • 23KB 

US Holidays 2011 (Rel. Feb. 5, 2011) from Quite- 
Simple adds every major U.S. holiday to your 
BlackBerry's calendar so you don't have to enter 
each one manually. 
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ANDROID POWER STRIP WIDGET 

The Android Power Strip (available on devices 
running Android 2.1 or newer) is a handy little wid- 
get that lets you disable and enable Wi-Fi, Bluetooth, 
GPS, and account sync for email and other applica- 
tions. You can also tap the right-most button on 
the widget to cycle through the various brightness 
options. This five-button wonder is an easy way 
to exert active control over some of your phone's 
more battery-intensive functions. To add it to your 
home screen, swipe left or right to access a Home 
page with at least one free row available on it. Next, 
press and hold your finger on the page until you see 
the Add To Home Screen menu pop up, select Wid- 
gets, then scroll to and tap 
Power Control. Now just 
tap the icons (from left to 
right) to manage Wi-Fi, 
Bluetooth, GPS, sync, and 
brightness. 
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Creating and renaming 
folders is easy. 



CREATE FOLDERS 

Android devices let 
you create folders on your 
Home screen. To create a 
folder, just press and hold 
your finger on a bare space 
on your Home screen, tap 
Folders and then select the 
type of folder you want, such 
as New Folder, All Contacts, 
and Favorites. If you select 
New Folder, the folder will appear approximately 
where you initially touched the screen, named sim- 
ply "Folder/' Now you can consolidate apps into 
the folders by dragging and dropping them into the 
new folder icon. To rename a folder you have al- 
ready placed, tap the folder icon once to display the 
contents, and then press and hold your finger over 
the folder's name field. After a moment, you should 
be prompted to type a new folder name. Type a de- 
scription of your choice in the folder and then tap 
OK to finish. 

UNINSTALL YOUR TASK KILLERS 

Several carriers recently released Android up- 
dates, which brought some older handsets up to 
speed with Android 2.2. If you're one of the lucky 
recipients of such an update, you have probably 
been enjoying the new features and better perfor- 
mance that come with most Android updates. If 
you had previously installed a task killer on your 
phone, now's a good time to uninstall it. More re- 
cent versions of Android do a much better job at 
managing resources between multiple apps, and 



constantly killing apps and manually relaunching 
them can actually tax the battery more than if you 
had allowed the handset to simply file running apps 
into memory. You can still use the Force Stop feature 
on any app by tapping Menu, Set- 
tings, Applications, and Manage 
Applications; selecting the app you 
want to kill; and tapping the Force 
Stop button. 



BUse Background Images 

H Support Embedded Media 

Show Images: On WML & HTML Pages 



Browser Identification: 
Start Page: 

Default Search Provider 
Home Page Address: 




■ BlackBerry 

SPEED UP THE 
BLACKBERRY BROWSER 

The BlackBerry Browser isn't 
slow by any means, but you can make it signifi- 
cantly faster than it currently is by performing a 
few tweaks. Start by turning off images. To access 
this setting, launch the Browser, press the Menu key, 
select Options, select Browser Configuration, un- 
check the box in front of Show Images, and uncheck 
the box in front of Use Background Images. Press 
the Escape key, select Save, and then enjoy a faster 
browser. Keep in mind, if you're browsing the Web 
specifically to look at images, press the Q key to dis- 
play all images on the page, or press the M key to 
just view some of them. 

Another tactic to shave time off your Web brows- 
ing experience is to disable JavaScript Support. Again 
from the Browser's Options menu, select Browser 



BlackBerry 
Home Page 

Google 



http:/ 
fferina.com/mobile/asacco 



Disabling several 
features can speed 
up your browsing 
experience considerably. 



CONFIGURE WHICH FOLDERS TO SYNC 

To take control over which folders and items get synced to your Black- 
Berry, you need to first make sure your BlackBerry is set to sync at least 
one email account. Then, launch the Messages app, press the Menu key, 
select Options, select Email Settings, press the Menu key again, and then 
select Folder Redirection. Expand the folders if necessary, and then select 
the folders you want to redirect. When you're finished, press the Menu 
key and then select Save. 



Configuration. Then, uncheck the box in front of Ja- 
vaScript Support. Press the Escape key, and then se- 
lect Save to complete the operation. 

MUTE A CALL 

To mute a call on your BlackBerry, you can either 
press the dedicated Mute button on the top edge of 
the phone, or, if you're using a headset, press the 
headset button. To unmute the call, press the dedi- 
cated mute button or headset button again. 

SUPPORTED DOCUMENT TYPES 

Your BlackBerry's built-in Attachment Viewer 
lets you open a variety of documents as though they 
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Cellular Data 



Data Roaming 



| OFF 



Turn data roaming off when abroad 

lo avoid substantial roaming charges 

when using email web browsing, and 

other data services. 



Set Up Personal Hots pot 

Personal Hotspot lets you share your 
iPhone's Internet connection with your 
computer via Wi-Fi, Bluetooth or USB. 



Not Connected > 



Tu 




iPhones with iOS 4.3 can set 
up a Personal Hotspot. 



were native on your BlackBerry. Keep this list of file 
types in mind so you can confidently forward at- 
tachments to your BlackBerry for future reference. 
Also, note that the Attachment Viewer is part of the 
BES (BlackBerry Enterprise Server), which automat- 
ically reformats the files for viewing on your phone. 
Because these are not all native file types, you won't 
be able to edit them. Your BlackBerry can view: 
Adobe PDF (.pdf) 
Corel Word Perfect (.wpd) 
HTML (.html/. htm) 

Microsoft Word (.doc/.dot) 

Microsoft Excel (.xls) 

Microsoft PowerPoint (.ppt) 

Plain Text (.txt) 

ZIP Archives (.zip) 

■ iPhone 

DISABLE LOCATION SERVICES 

By default, the iPhone has Location Services 
enabled, which gives iPhone apps details about 
where you're located at a given moment. If you 
would rather dodge Big Brother's watchful eye, 
then disabling Location Services from the Set- 
tings menu is simple. If you're using iOS 4.2 
or earlier, tap Settings, General, and Location 
Services to access the On /Off switch. If you're 
using 4.3 or newer, Apple has made the setting 
even easier to find; tap Settings and then tap Lo- 
cation Services. 



PERSONAL HOTSPOT 

With the latest (4.3) iOS update, Apple 
iPhone users can create a mobile hotspot with 
their phones, which will let them connect up to 
three other wireless-enabled devices for Inter- 
net access anywhere the iPhone itself has con- 
nectivity. To start a Personal Hotspot using your 
iPhone or iPad running iOS 4.3 or later, just tap 
Settings, General, Network, and Set Up Personal 
Hotspot. If your cellular service provider allows it 
(users may incur additional fees to enable the ser- 
vice), you can choose to share your Internet con- 
nection via Wi-Fi, Bluetooth, or USB. If your current 
data package doesn't support this feature, you'll 
get a prompt to contact your carrier directly to alter 
your plan. 

PASSCODE DENIED PROTECTION 

Another new feature of iOS 4.3 is the ability to au- 
tomatically erase the data on the device should the 
users incorrectly input the passcode 10 times. This 
is particularly useful for users who have sensitive 
data on the phone that they don't want to fall into 
the wrong hands. If you're concerned about the fate 



of your identity should your iPhone go missing, tap 
Settings, General, and Passcode Lock. Enable the 
Erase Data option and you're all set. Just remember 
to remember your passcode. 

MULTIPLY ALERT TONES 

Prior to the latest iOS update, message alerts would 
sound once, and two more reminder alerts would 
sound if you had this feature enabled. Following iOS 
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Change the 
number of 
times you 
receive Alert 
Tones from 
this screen. 



t 



4.3, capable devices can now repeat the alert tones up to 
10 times. To adjust this setting, tap Settings, Messages, 
Play Alert Tone, and then tap Once, Twice, 3 Times, 5 
Times, or 10 Times to sound the requested number of 
alerts in two-minute intervals. 

■ webOS 

VIEW & SAVE EMAILED 
IMAGE ATTACHMENTS 

When you receive an email with an image attach- 
ment on your webOS-based device, simply tapping 
on the attachment bar is enough to view the image 
as long as it is a PNG (Portable Network Graphics) 
file. Other image types, such as those that use the 



VIEW YOUR WEBOS VERSION & BUILD 

To access your webOS version information, 
you can tap the Launcher, scroll to and tap the 
Device Info app, and then see it within the Phone 
subsection. To view the build number, simply tap 



V vj> Device Information 




PHONE NUMBER (650)555-5555 



version Palm webOS 1.3.1 SDK 



heading to also 
see the Build 
number. 
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popular JPEG format, will not open when you tap 
them. To view these images, start by downloading 
the attachment by tapping it from the attachment 
bar in the email message. Scroll to the bottom of the 
email to view a larger thumbnail of the image, tap 
the picture, and then tap Copy To Photos. To retrieve 
the image, launch the Photos app and access it from 
the Downloads folder. In USB Mode, you'll also be 
able to copy the image to your PC from the Down- 
loads folder. 



4fr Palm webOS Update 



PalmwebOS 1.3.1 is now available. It's 
about 126MB. We II download it over the 
next couple of days when your phone is 
idle and a high speed network is 
available. You'll be notified when the 
update is ready to install. 

Questions about this update? Visit 
palrn.com/sup port 



Your webOS device might be 
eligible for a new update. 



ARE YOU ELIGIBLE 
FOR AN UPDATE? 

As we went to press, 
webOS 2.0 was available 
for select phones. This 
rather significant update 
is something you'll want, 
but not all handsets are 
eligible. To check, visit 
www.palm.com/webos- 
info and then input the 
first five characters of 
your serial number. To 
find your serial number, you 
can either remove the back 
cover and battery and look at 
the serial number sticker there; or tap the Launcher, 
scroll to and tap the Device Info app, and then scroll 
to the Serial Number field. Input the first five digits 
of your serial number in the appropriate text box 
and click Check Options. If you are eligible, you 
could be seeing a slew of new features heading your 
direction. If not, we're sure your carrier would be 
happy to help you acquire a new phone (exorbitant 
charges may apply). 

■ Windows Phone 7 

UPDATE YOUR WINDOWS PHONE 7 
DEVICE 

By default, your Windows Phone 7 device will 
display a pop-up message if there is a phone OS 
update, which you can tap and follow prompts to 
install. Just make sure your battery is fully charged 
or plug in your phone before you start the process. 
Mac users will want to use Windows Phone 7 Con- 
nector for Mac, and Windows users need to install 
the Zune software (www.zune.net). The download 
will need a certain amount of space on your phone, 
so if you have less than 1GB free, you might want to 
clear some space by removing a few unused apps or 
spare media files. Your computer also needs plenty 
of free space, so make sure it has enough space for 
the installation files. Also make sure the phone's 
date and time are correct; to adjust this, swipe left 



VIEW MMS SUBJECTS 

For those using a webOS device running version l.X, MMS picture 
and video messages can arrive and display a preview of the text in the 
dashboard notification and messages list, but the text is missing when 
you actually open the message to view it in its entirety. This is because 
some devices supplant the subject with the message text, and prior to 
webOS 2.0, the subject line has been left off the message view. To view 
the message in its entirety, attempt to forward the message by tap- 
ping the message to display the options, and then tap Forward. Now 
you can see the whole message — subject, body, and all. When you've 
gotten the gist of the message, just swipe back in the gesture area to 
discard the forward. 



from the Start screen, tap Settings, and then scroll to 
and tap Date & Time. To complete the update, you'll 
need to connect your Windows Phone 7 device to 
your PC or Mac, so find the USB cable and have it 
ready. The update process can take up to an hour. 

If the update notification has been disabled, you 
can manually check for an update by flicking left 
from the Start screen, scrolling to and tapping Set- 
tings, Phone Update, and then tapping the check- 
boxes in front of Notify Me When New Updates Are 
Found and Use My Cellular Data Connection To 
Check For Updates. 




You'll need to install updates through the Zune 
software on your PC. 



It's possible you've received the latest update for 
your device and didn't even know it. Here's a hint: 
If you can copy and paste, you have the update. 
You can also check your OS version by swiping left 
from Start, tapping Settings, scrolling to and tap- 
ping About, and then tapping the More Info button. 
The OS version for phones with the NoDo update is 
7.0.7390.0. Any phone with a version prior to that is 
probably missing out on the new features. ▲ 
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Mobile Web Notes 

New & Updated Sites & Services 



by Seth Colaner 

When you're away from the office, your productivity doesn't have to stop. 
The Web is exploding with mobile sites and online services, including office 
tools, news alerts, entertainment, and any number of other useful items. Just 
as quickly, it seems, others go under, are bought by larger companies, or 
simply evolve into something different. We've found some of the freshest and 
most useful sites, services, and updates for you to consider. 
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Lawline.com CLE Mobile Web Site 

For those of you who practice law, CLE (con- 
tinuing legal education) is important to you, and 
Lawline.com provides on-demand video pro- 

— 1 grams that are organized according to 

| state and type of legal practice. Now, 
I the site offers all of its video CLE pro- 
grams — including the video courses, 
evaluations, and credit reception — on 
iOS and Android devices via its mobile 
site, which is currently in beta. The com- 
pany understands that a majority of its 
customers rely on their smartphones, 
and so it follows that CLE materials 
should be available on those platforms. 



To purchase credit for viewed 
courses, visit the full site 



Digby/PayPal Mobile 
Express Checkout 



Lawyers can continue to learn the law online with 
Lawline.com's mobile CLE Web site. 



Mobile commerce software platform 
provider Digby (www.digby.com) an- 
nounced a new addition to its platform, 
the PayPal Mobile Express Checkout, 
which is designed to give consumers a 
streamlined means of purchasing online 
with their smartphones. When check- 
" ing out on a Web site equipped with the 
PayPal Mobile Express Checkout, users can select 
that payment option, enter their PayPal username 
and password, and then complete the checkout 
process within seconds. 

Digby's mobile commerce software platform is 
available on Android, BlackBerry, and iOS devices, 
as well as the mobile Web. Features include recently 
updated product information and pricing, product 
images, purchase confirmations, and even social fea- 
tures such as Facebook and Twitter integration. 



11:41 AM 



Lowe's Finds Success With Online Media 

Home improvement retailer Lowe's (www 
.lowes.com) had a successful fourth quarter in 
2010, with net earnings ($285 million) up 39% 
from the same time period the previous year and 
with overall sales up 3.1% to $10.5 billion. And al- 
though the company did close two stores in Q4, it 
opened 17 others, bringing its total to 1,749 stores 
across Canada, Mexico, and the United States. 

Lowe's attributes some of that success to 
online media — its online conversion rates in- 
creased by 32%. The company was certainly 
busy online, launching a Facebook campaign 
and a mobile Web site (which received a mil- 
lion hits in its first month), and adding improve- 
ments to its 
main Web site. 
Those new fea- 
tures included 
better search 
capabilities and 
new navigation. 

More is on 
the way, too. The 
company also 
plans to roll out 
"My Lowe's" this 
year, so online 
customers can 
better manage 
their projects, add 
more features to 
the mobile site, 
and launch a mo- 
bile smartphone 
application. 
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SHOP. CLICK. PICK UP. 
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My Orders 



In recent months, home improvement retailer 
Lowe's used online media and a mobile Web site 
to successfully boost revenues. 
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Gizmo5 Shutting Down 

If you've been using Gizmo5 to make VoIP calls, 
you're going to have to get used to Google Voice, 



GizmoS 



GizmoS discontinuing service 
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Teach your phone new tricks with Google Voice 

Google Vwce ' enhances trie exisiino capaDiirties of your moolle pnone regardless of whlcn pnone or earner 
you nave - for free, it also gives yfti a single ntim&er ihai rings 38 of ywr pnones. uansenbed votcemai 
messages, snfl more 

- Google Voice and catting m email are currently only available to US, usars 



Google shut down VoIP provider Gizmo5, which it acquired in 2009. 

instead. Google, which bought Gizmo5 in 2009, dis- 
continued the service on April 3. Users were notified 
of the shutdown in March and were able to move their 
acquired credits to Google Voice (if they're in the U.S.). 
Users can now make calls from within Gmail and, in 
some cases, use Google Voice on their smartphones. 

Google Docs Supports Mobile Editing In 
Multiple Languages 

It wasn't so long ago that Google added Google 
Docs editing for mobile devices; now, the company 
has added multiple language support to mobile 
editing. Users of Android 2.2 and newer and iOS 
3.0 and newer can now edit in 44 additional lan- 
guages, including Arabic, Chinese, Czech, Gujarati, 
and Tamil. You may be able to edit Google docu- 
ments on earlier Android platforms, but know 
these devices aren't fully supported. 

When accessing Google Docs from a mobile 
device, open a document, click Edit next to an item 
you want to change, and have at it. 

Google Person Finder 

The natural disaster that hit Japan in March dis- 
placed an incredible amount of people, leaving hun- 
dreds of thousands of people looking for and trying 
to connect with loved ones. Some Google employees 
stepped things up in the wake of the earthquake and 
tsunami in Japan and created Person Finder (japan 
.person-finder.appspot.com/ ?lang=en or goo.gl/ sagas 
on your mobile device). With Google's Person Finder, 
users can search for an individual or provide any in- 
formation they have about an individual. 

The page links to additional resources, including 
a Japanese-language Google site with further links to 
multiple aid groups such as the Japanese Red Cross 
and Unicef. The site also provides users with a way to 



share or view shelter resident lists; phone numbers for 
travel, governmental, and emergency agencies; links to 
disaster message boards; and much more. 

Opera Mobile Store Launches 

Browser maker Opera launched the Opera 
Mobile Store (mobilestore. opera. com/us,en,usd 
/mobiledevice.html), which lets users browse and 
download apps across most mobile platforms, in- 
cluding Android, BlackBerry, Symbian, and Win- 
dows Mobile. Java apps are also present. Due to 
Apple's stringent policies, iOS is not available in the 
Opera Mobile Store; a link to the App Store is report- 
edly coming soon. However, if you access the store 
through the Opera browser on a particular platform, 
you'll see apps for your device. 

Opera developed the Opera Mobile Store in con- 
junction with Appia (www.appia.com). The point of 
this endeavor is to create a more open app market; in 
effect, this is a move by Opera to engage users in the 
services space as well as the Web browsing space. 

Adobe Flash-To-HTML5 Conversion Tool 

The wars over Internet content formatting are still 
being waged, and one of the most famous squabbles 
is between Flash maker Adobe and Apple CEO Steve 
Jobs, who has very publicly and steadfastly refused to 
allow Flash on his company's iOS platform. Jobs pre- 
fers HTML5 and other Internet languages over Flash. 

Thus, it's a bit surprising to see that Adobe has 
launched an experimental tool to convert Flash ani- 
mations to HTML. Codenamed "Wallaby" (http:// 
labs.adobe.com/technologies/wallaby), users can 
download the program, convert Flash to HTML, and 
then edit the code with their choice of software — such 
as Adobe's Dreamweaver. Ostensibly Wallaby allows 
Flash users to extend their presence to the popular iOS 
platform, but it may also be a bit of a capitulation on 
Adobe's part to Apple. ▲ 
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I'm looking far someone I have information about 

someone 
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To aid in the relief effort in Japan, Google created Person Finder. 
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ATale Of Multitalented Docks 

■ Vita Audio (www.vitaaudio.com) claims that once you look at 
its R4i music system you'll "desire one." The British company, 
which also counts the well-regarded Ruark speakers among 
its designs, may have a good point. Available in stately Rich 
Walnut, Dream White, and Midnight Black exteriors, the audio 
system is a looker. It's also expensive (about $975) but multi- 
talented, with a built-in iPod dock, USB port, CD player sup- 
porting multiple formats, FM tuner with RDS support, auxiliary 
input, LED display, gold-plated stereo inputs, active subwoofer, 
and two 3.5-inch stereo speakers (80W total power). On the sys- 
tem's top you'll find a unique, detachable RotoDial control used 
to select functions and control a docked iPod. 



AViiQ & Handstand State Their iPad 2 Cases 

■ Now available for preorder, the iPad 2 Smart Case ($49.99) from AViiQ (www.aviiq.com) is designed to do what 
any good iPad cover should: It lets users "protect their investment[s]." AViiQ, however, claims its Smart Case for iPad 
2 does this without "sacrificing design or self-expression." The self-expression part of the equation comes via silver, 
black, red, pink, orange, green, and blue color choices. Design aspects, meanwhile, include a 
1.5mm-thick cover that "perfectly hugs the iPad 2's borders and back without inter- 
fering with any wireless functionality or connectivity." 

The HandStand 2 ($39.99; www.thehandstand.com) from Hub International 
LLC, meanwhile, does something the Smart Case doesn't: It rotates. Like the 
HandStand 1 for the original iPad (still available on a limited basis), the Hand- 
Stand 2 lets users "effortlessly spin the device 360 degrees for quick transition 
from landscape to portrait viewing and back again." Think of a painter's pal- 
ette that spins and you have the idea. The case is constructed of recycled plastics 
and resin and silicone, and it features an integrated stand and elastic grip. The 
HandStand 2 is set for an early May release. 
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Another multitalented device you can 
use with your iPod or iPhone is Optoma's 
(www.optomausa.com) Neo-i ($449), a 
portable video projector that lets you beam 
video and photos from a docked iPod or 
iPhone onto surfaces; you can display the 
images (up to 120 inches) via DLP Pico tech- 
nology. The Windows- and Mac-compatible 
system outputs 16W audio power and has 
built-in digital signal processing and bass- 
enhancing technologies. Video abilities, 
meanwhile, include an LED light source 
rated at 20,000 hours lifetime, 50 ANSI lu- 
mens, and 2,000:1 contrast ratio. HDMI 
(1080i) and VGA ports (1,280 x 800) are built 
in, and an optional iPad Kit is available. 

Zapd Does Free Web Sites; 
Slacker Does ESPN 

■ Imagine you've just played host all day 
to an important client and want to show 
her how much her visit to your business 
meant. Rather than sending a static email 
expressing your gratitude, how about cre- 
ating an interactive Web site containing 
photos, links, and text that specifically 
highlights your client? Better yet, what if 
you could create and share the site with 







Comfy, Minimal & Wireless Headphones For The Taking 

■ Beyond being incredible looking, Harman's AKG Wireless K 840 KL 
headphones ($299; www.akg.com) aim to give users a unique, wireless 
listening experience via the use of Kleer technology, which Harman states 
can stream "lossless, CD-quality audio" from MP3 players. To be exact, 



we're talking 
rated up 
life is 




Philips 
SHL9300/28 



16-bit stereo audio sent via a 2.4GHz transmitter 
to 65.6 feet away from the headphones. Battery 
rated to last up to two weeks per charge under 
normal use. Featuring a black and silver de- 
sign, volume controls on the earcup, and a 
foldable headband with a generous amount of 
cushioning, the headphones provide passive noise 
reduction abilities, meaning you can listen loudly 
without worry of bothering others. 

Elsewhere, headphones probably aren't the first thing 
you think of when Sweden comes to mind, yet Swedish 
headphone maker Jays (www.jays.se) turns out well-regarded 
models that possess extremely attractive, yet minimalist, designs. The c-JAYS 
($120), for example, is an over-the-ear model that ships with three change- 
able foam ear cushions attaching to a foldable, rotating 
frame constructed of glass fiber-reinforced nylon. 
Neodymium magnets situated in EML (Elastic Multi 
Layer) diaphragm speakers supply audio that's touted 
to produce "exceptionally detailed highs, rich midtones, and a 
powerful bass." The a-JAYS ($70), meanwhile, are earbuds with a flat, tangle- 
free 5mm cable, L-shaped plug, and three-button in-line remote that controls 
volume, tracks, and incoming calls. The remote also includes a "digital, active 
surface-mounted MEMS silicon microphone that removes GSM/TDMA burst 
noise and provides wide-band RF noise suppression." Overall, the a-JAYS are 
made "for one purpose only," and that is to match the look of Apple's earbuds. 
For an affordable, lightweight, and foldable set of headphones, 
you could do worse than Philips' (www.usa.philips.com) SHL9300/28 
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SH series. Beyond a stainless 
headphones sport multidirec- 
FloatingCushion earpads that 
around the ears" to ensure 
applying evenly distributed 
user's head and ears." The 
a 1.2-meter cable, 24K gold- 
speakers (neodymium mag- 
Philips claims are studio-grade. 



the client literally within minutes after she 
departs? That's exactly what Zapd (zapd 
.com) lets you do. The free app for iPhone, iPod touch, and iPad 
features more than 12 selectable themes (Letter Press, Wood Grain, 
Spring Blossom, World Travel, Metropolitan, and so on) sporting 
different colors, fonts, and layouts. Pick a theme; add content (in- 
cluding photos you can snap within the app); and you're ready to 
preview, publish, and share your site via email, Facebook, Twitter, 
and browsers. You can create as many sites as you like, with each 
getting its own unique URL. Further, the sites automatically adapt 
to the device in use, and you can switch themes on the fly. 



In other app news sports fans should like, Internet radio service 
Slacker Radio (www.slacker.com) is bringing content from ESPN 
to its listeners. Beyond providing a dedicated ESPN channel to 
all Slacker users, subscribers to Slacker's paid service will be able 
to add content aired at the top of the hour on any Slacker station, 
including custom channels, as well as create a personalized sports 
station based on specific sports, regions, and teams. The dedicated 
ESPN channel will include regional and national ESPN programs, 
including "Mike & Mike In The Morning" and "SportsCenter." ▲ 
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Too Many Passwords? 



Simplify & Secure Your Digital Life 



by Nathan Lake 



In a recent attack on Gawker.com, hackers were 
able to steal the email addresses and pass- 
words for the nearly 1.3 million commenters on 
Gawker's Web sites. The incident has heightened 
the sense of importance for strong email pass- 
words, because Gawker.com advised users with a 



The best password would be a random com- 
bination of uppercase and lowercase letters and 
numbers. The longer the string, the harder the 
password will be to crack. The downside is that 
the random assortment of characters isn't easy 
to remember, so a long set of mixed characters 
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At Microsoft's 
Safety & Security 
Center, you can 
test the strength of 
your passwords. 



PassPack (www 
.passpack.com) is 
an online password 
manager that features 
a standalone program 
for your PC. 
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commenting account to change their passwords to 
a unique and difficult-to-guess password. You may 
be wondering what separates a good password 
from a bad one. 

Best Practices 

A password can't be a simple word, because 
hackers typically have software that can attempt 
up to thousands of dictionary combinations. And 
because some Web sites require a number in 
the password, the automatic hacking tools typi- 
cally add a single digit behind the common words 
and phrases. Thus, a password such as "home5" 
isn't any more secure than "home." Other unwise 
choices include passwords that involve personal 
information that a hacker or someone with per- 
sonal knowledge of you could have access to. 
For example, a last name, a partner's first name, 
a child's name, or a number combination that 
involves the birthday of yourself or a loved one is 
not advisable. 



isn't really practical. Fortunately, there are a few 
easy tips for creating complex passwords that are 
memorable. One common method is to use the first 
letters of a favorite phrase or lyric. For instance, 
"I pledge allegiance to the flag of the United 
States of America, and to the Republic for which 
it stands" could become Ipa2FotUSAattRfwis. In 
this example, we mixed the uppercase and lower- 
case letters by capitalizing the letter for Republic. 
The key is that the phrase be easily remembered 
and that it fit within the prescribed password size 
and requirements. 

Why You Shouldn't Repeat Passwords 

Another issue that came to light because of the 
Gawker.com incident was the fact that a number of 
subscribers were using the same passwords for other 
Web sites that they were using to access Gawker. 
com. Subscribers were advised to change their other 
passwords, as well. We know that it's tough to re- 
member all the different passwords, or even which 
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passwords correlate with a given Web service. And 
storing the passwords somewhere — whether on a 
sticky note or a spreadsheet on your PC — isn't advis- 
able because anyone who has access to your com- 
puter could also make off with your passwords. 

To protect yourself, you could keep a list of your 
usernames and passwords in an encrypted file on 
your PC or smartphone. However, if your computer 
crashes or you lose your phone, you risk losing that 
list. In which case, your only remedy would be to 
contact an administrator of each Web service to re- 
trieve your passwords. Some people have turned to 
password manager tools to keep track of their many 
usernames and passwords for sites. 

Password Managers 

When using a password manager, you only 
have one master password to remember, and it be- 
comes your key to unlocking the credential storing 
software. Password manager utilities are available 
in standalone (offline) and Web utility (online) op- 
tions. Although password manager features vary, 
the programs typically work the same. You need to 
first create an account, which you secure behind a 
master password, and then you save all your user- 
names and passwords into the program. The soft- 
ware encrypts your data, so only individuals with 
the master password can access the files. 

After you add a username and password for a 
specific Web site, the manager program will auto- 
matically enter your secure login information when 
you access that site. Not only does this method 




Many laptops feature a built-in fingerprint reader to provide a 
convenient means for a second authentication. 



reduce the burden of remembering the credentials, 
but it also is a deterrent to hackers who may use 
keyloggers to monitor the keys you press in the 
hopes of gaining knowledge about your usernames 
and passwords. 



Password manager programs are also beneficial 
because the one-click logon will save you time 
when logging in to Web sites. Another plus is that 
many of these programs support a variety of pop- 
ular Web browsers, including Microsoft Internet 
Explorer, Mozilla Firefox, and Google Chrome. 

Key Password Manager Features 

Some password managers feature random pass- 
word generators that are ideal for creating highly 
secure passwords. Once the program generates a 
password, it saves the password and links it to the 




Web site and username you prefer so you never need 
to remember the complex sequence. Another popular 
feature is automatic form fill, where the password 
manager enters your saved personal information 
(such as name, address, phone number, or credit card 
number) into Web forms. Similar to the automatic 
password fill-in, automatic form fill can deter keylog- 
gers from stealing your personal identity. 

Double The Protection 

You can also use a password manager along with 
a second form of authentication, such as a fingerprint 
swipe or Yubico's YubiKey ($25; www.yubico.com). 
The innovative YubiKey is a small USB key that only 
allows the password manager to function when your 
PC detects the USB key. Yubico indicates that the 
YubiKey is designed to work with many popular 
password manager applications. A fingerprint as a 
second authentication offers a similar level of secu- 
rity; a PC with a fingerprint reader is required. 

The Cons Of Password Managers 

Because you probably won't be physically typing 
in passwords very often, it's much easier to forget 
your usernames and passwords. And if you need 
to get into your accounts from several computers, 
it may take extra time to do so through an online 
password manager utility. You may also run into 
issues if you use an offline password manager and 
need to access your passwords on a different PC, 
such as one at a hotel or at work. A 



Yubico's YubiKey 
works with password 
managers, and your 
PC will only open 
the program when 
you insert the 
YubiKey into your 
PC's USB port. 
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Satellite Radio 
On The Road 

Exclusive Audio Options For News & Business 



by Rod Scher 




T 



ime was when satel- 
lite radio was the new 
kid on the block: not 
terribly popular with main- 
stream listeners (although an 
immediate hit with long-haul 
truckers), and pretty much 
limited to supplying coast- 
to-coast entertainment on 
somewhat bulky home and 
automotive satellite players. 

But satellite radio has 
grown up, and as both the 
technology and its market 
have matured, new audio 
options have come to the 
fore and new ways of de- 
livering those options have be- 
come available. 

What is it? 

First, a recap. Satellite radio is similar to 
terrestrial radio, in the sense that both use tech- 
nology to transmit audio to a device in your 
living room or mounted (permanently or tem- 
porarily) in your vehicle. Other than the type 
of content being delivered, the key differences 
are in the purity of the transmission (satellite 
radio transmits digital signals) and in the me- 
chanics of how that signal is delivered: While 
terrestrial radio relies on towers to broadcast 
a signal within a given region (taller towers 
and a higher-wattage signal result in cov- 
erage of a larger region), satellite radio 
relies on a series of satellites in orbit 
around the planet. 

Those satellites "bounce" a signal 
down to earth, and the eight satel- 
lites currently in orbit (plus one 
spare on the ground) produce 
signals that pretty much cover the en- 
tire globe. The result — enhanced by a net- 
work of more than 700 terrestrial repeaters — is 



coast-to-coast coverage with excellent reception and 
few dead areas. Although a terrestrial station will 
fade as a listener's vehicle moves away from the 
station's towers, a satellite transmission — although 
it can occasionally be disrupted by storms — never 
fades due to distance: If you start listening to a base- 
ball game while driving through Los Angeles, you 
can listen to that game for your entire drive, even 
if that drive takes you across California, through 
Arizona, and into Texas. A satellite radio subscriber 
can listen to his home team's games, no matter where 
he might be in the country or around the world. 

Another advantage: Because the signal is digital 
and the satellite receivers are essentially small com- 
puters, engineers can take advantage of a number 
of features that would be more difficult (though not 
impossible) to achieve with terrestrial radio: Satellite 
radios can keep track of your favorite stations, let you 
know when a specific program is about to air, inform 
you when a favorite DJ or performer is on, or record 
audio for later playback. 

Finally, a key selling point for satellite radio 
is exclusivity: Many artists sign deals with sat- 
ellite radio vendors, so that the vendor can 
offer exclusive content from that individual. 
In addition, satellite vendors can offer short- 
term "pop-up" mini-channels devoted to spe- 
cific performers or genres. 

Satellite radio's eclectic programming has al- 
ways been a big draw. From big band to country to 
rock, satellite radio provides channels for all sorts 
of music. In addition, the service provides non- 
musical entertainment and information, including 
sports, business, and political discussion. 

In Your Vehicle 

From the beginning (in this case, around 1990), 
much of the appeal of satellite radio has been 
the fact that it provides reliable, robust access to 
mostly commercial-free media while mobile. In the 
beginning, that mobility was provided by vehicle- 
mounted satellite receiver units. That delivery 
mechanism continues to be popular, with many 



70 May 2011 / www.pctoday.com 



PERSONAL ELECTRONICS 

TECH FOR HOME & LEISURE 



new vehicles including satellite (or satellite-ready) 
radios as standard equipment. You also can pur- 
chase a portable unit that you can move from your 
vehicle to your home or office dock; and a number 
of models can be clipped to a belt and worn as you 
go about your day. 

Satellite Radio On Your Phone 

The newest wrinkle is the release of satellite 
radio apps for a variety of smartphones and tablets, 
including BlackBerry and Android devices, as well 
as Apple's iPhone and iPad. 

These offer all the functionality of a purpose- 
built satellite receiver in a small app that uses 
your cellular network (or Wi-Fi, when available) 
to deliver essentially the same programming. If 
you have a SiriusXM account, you can also down- 
load a free app that will let you listen to satellite 
"radio" on your mobile phone. Some services, 
programs, or features may require an additional 
fee, but there is no need to purchase a separate 
portable radio: Your phone will reproduce the 
audio faithfully — depending, of course, on the 
quality of your headphones. 



On Your Computer 

The same account that lets you listen to satel- 
lite radio on your smartphone also lets you listen 
on your computer. So, whether you're at your 
desk or on the road with a laptop, netbook, or tab- 
let, you have access to your favorite satellite pro- 
gramming. Just sign on via the SiriusXM Web 
site and start listening via the Web player. Again, 
subscribers may pay a nominal fee 
for streamed content, and nonsub- 

scribers can sign up for a streaming- SlflUSXITl 

only Internet Radio account. 

Satellite Radio In Business 

Satellite radio has been synony- 
mous with "entertainment" for years, 
but there's more to the technology 
than simply keeping folks enter- 
tained. Increasingly, listeners are 
heading to satellite radio for informa- 
tion, as well: News and commentary 
from MSNBC, Fox, CNN, BBC World 
Service, and other news stations keep 
office staff and mobile workers up 
on all the latest developments across 
the country and around the world. 
Stations such as Bloomberg Radio 
and CNBC address important busi- 
ness issues of the day, while traffic 
and weather channels targeted at 



The astounding popularity of 

smartphones has attracted 

vendors attempting to sell media 

into expanded mobile markets, 

and satellite radio is no exception. 

(Photo courtesy Apple.) 



dozens of specific cities 
and hubs keep travelers in- 
formed of weather delays 
and traffic conditions. 

Real-Time Information 
For Mobile Staff 

Unlike media that is 
supplied by some other 
PC- or smartphone-based 
media outlets, satellite pro- 
grams are almost all live, 
meaning that you're get- 
ting breaking coverage of 
events and timely analysis, 
rather than "podcast"-like 
material that's taped and 
then rebroadcast on de- 
mand. Thus, even on the 
road, staff with access to 
a satellite radio subscrip- 
tion (there are currently 
more than 20 million such 
subscribers) can use their 
smartphones, tablets, and laptops to stay up-to- 
date on U.S. and world news, finance, politics, and 
business. The result? A more informed staff. ▲ 




Typical of business-oriented 
offerings is the C-SPAN 
channel, displayed here on 
Apple's iPad. 
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Solve Remote 

Network 



Connection Problems 



'* 



Resolving remote network issues often goes beyond common 

fixes you may have used to fix your Internet connection. Fortunately, you can 
quickly eliminate a number of possibilities using a CLI (command-line interface; 
a text-based command window that is a holdover from the early days of comput- 
ing), which is still available in Windows XP/Vista/7. 

All these suggestions assume that the network is up and operating. It also 
assumes you are connected to the Internet. Before you proceed, you'll need to 
know how to open the CLI window. In WinXP, click Start, select Run, type CMD 
in the Open field, and press ENTER. In Vista /Win7, click the Start button and 
type CMD into the Start Search field, and then click the CMD icon that appears 
in the results. 



Ping It 

All Internet or network hosts, comput- 
ers, routers, and other Internet-enabled 
devices use an IP address (which is a string 
of four groups of numbers separated by 
periods, such as 233.122.0.2) to uniquely 
identify themselves. You may have used 
this number to access a network login. 
This can also be a Web address (called a 
hostname) or DNS name to access a login. 
IP addresses and DNS names are inter- 
changeable . With either, a ping command 
can determine whether the computer and 
network can exchange basic data. 

From the command line window, type 
ping followed by a space and the IP ad- 
dress or DNS name (examples would be 
ping 167.154.16.27 or ping www.corporate 
network.com). Press ENTER. If you see 
a time-out message, wait a few seconds. 
A time-out alert appears if the reply takes 
longer than a second. 

If the response indicates that the data 
packets were sent and received, then your 
computer is exchanging data with the 



network address. You can skip to "Get 
Connected" to set up a dedicated con- 
nection and edit settings. If you've been 
accessing the site via a Web address, go 
to the "Look It Up" section before head- 
ing to "Get Connected." 

If you receive a response that contains 
something about a nonexistent domain, 
you are likely using the wrong IP address 
or DNS name to log in. Double-check the 
address and try to connect normally. (If 
you are logging in with an IP address, 
skip to "Look It Up" for a quick way to 
check its validity.) 

If you do receive a transmission error, 
then the ping data is not leaving your PC. 
Your firewall is likely blocking you from 
accessing the network. You will want to 
add the site to your firewall as an al- 
lowed exception (refer to your firewall's 
help documentation for these instruc- 
tions) and try again. 

If you receive a response after an exces- 
sive number of time-outs, the network's 
response to your connection may be slow 
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and your browser or other network access 
utility may be giving up before it connects. 
Lengthen the response time by adding a -t 
switch (ping -t followed by the IP address or 
DNS name). This will ping the address in- 
definitely. After a dozen pings, press CTRL- 
Break to view the packet data. If there is 
no response yet, continue awhile longer, and 
then press CTRL-C. If you never get a re- 
sponse or the number of pings to get a response 
is considerable, skip to the 'Trace the Route " 
section for assistance. 

If you get a message saying the ping request 
could not find the host or the response indicates 
the number of data packets sent is zero, the net- 
work is not acknowledging your ping. Changes 
to the network or configuration may now be pre- 
venting access. Contact the network administra- 
tor for further assistance. 

Look It Up 

You can look up a DNS name from an IP ad- 
dress and vice versa. From the command line 
window, type nslookup followed by a space 
and either the DNS name or the IP address and 
press ENTER. 

Write down the DNS name and numeric 
sequence you see in the lines that begin with 
Name: and Address: (ignore aliases). If you are 
checking an IP address, the DNS name should 
help confirm it. If you recognize nothing, con- 
tact the network administrator to confirm the 
IP address. 

If you are using a DNS name, Windows may 
be having a problem with DNS name resolution 
(translating the DNS name into an IP address). 
Perform two pings from the same command line 
window, first using the DNS name you wrote 
down and then using the IP address. Compare 
the access times and packets you sent and re- 
ceived. If there is a big difference in behaviors 
pinging the DNS name vs. the IP address, skip 
to "Get Connected." 

Trace The Route 

Tracing the path data packets take going to 
the network will help pinpoint problems. From 
the command line window, type tracert followed 
by a space and the DNS name or IP address, 
and press ENTER. Lines will appear with access 
times and IP addresses . The final few hops should 
show domain names — the last one being your 
network. This is the route — and the time the 
trip is taking — between nodes on the Internet. 



If an early hop takes a long time or causes 
the trace to hang (a flood of timeouts), contact 
your ISP. If you reach many hops before things 
go awry, the problem may be with a gateway 
or router at or near the location of the remote 
network. Check with the network administrator 
for assistance. 

Get Connected 

Setting up a direct VPN connection gives 
you a dedicated login interface and lets you 
avert DNS issues. 

To set up the connection in WinXP, select 
Control Panel on the Start menu. Click Net- 
work And Internet Connections and then select 
Create A Connection To The Network At Your 
Workplace. In Vista /Win7, click Control Panel 
on the Start menu and click Network And In- 
ternet (in Category view), then Network And 
Sharing Center. Click Set Up A Connection Or 
Network (Vista) or Set Up A New Connection 
Or Network under Change Your Network Set- 
tings (Win7). Select Connect To A Workplace, 
then Use My Internet Connection. (Vista /Win7 
offers smart card as a connection option. We 
won't discuss that here.) 

Select Virtual Private Network Connection, 
name the connection, and provide the host (DNS) 
name or IP address. If you are asked if you 
would like to dial a connection, click No (unless 
you only have dial-up Internet) and click Finish 
(WinXP) or Connect (Vista/Win7). The OS will 
attempt to connect you without configuring 
any settings. If this solution does not work, or 
if you are using WinXP, proceed with the follow- 
ing instructions. 

Return to the Network Connections window 
in WinXP or the Network and Sharing Center in 
Vista /Win7 and click the option to manage net- 
work connections. Right-click your VPN network 
icon and select Properties. Next, click the Net- 
working tab, click Internet Protocol (in Vista/ 
Win7, you will need to do this for TCP/IP V4 and 
TCP/IP V6), and then click Properties. Override 
automatic configuration and provide the exact 
IP address and DNS names for the network. Exit 
the Properties interface, right-click the VPN icon, 
and click Connect. Provide your login informa- 
tion if prompted. 

If you cannot connect, then Windows can pro- 
vide some assistance, but you may need more 
advanced configuration information. You will 
need to contact the network administrator for 
detailed information. ▲ 
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Revive A Dead 



Smartphone 



Emergency CPR Techniques 



What should you do when your smartphone decides to play dead? 

Resist the urge to throw it against the nearest wall and try one of these techniques instead. 



Soft Reset 

All phones have a soft reset function, which 
is similar to restarting your computer. Be- 
ware that performing a soft reset will cause 
you to lose any data that isn't saved, but you 
will retain information previously stored on 
your smartphone. 

T-Mobile Gl. With the Gl powered off, hold 
the Home and End keys simultaneously. When 
you see a triangle with an exclamation point, press 
the Home and Back keys. 

Android (Other). All remaining Android 
models use a simple power cycle to perform 
a soft reset. Just turn the phone off and then 
back on again. 

BlackBerry (QWERTY keyboard). Press 
and hold the ALT-CAP-Del key combination. 
The display goes black for a second and your 
BlackBerry resets. 

BlackBerry (SureType keyboard). Press the 
ALT-CAP and Right Shift-Del keys. When the 
screen goes blank, release the keys. 

BlackBerry (touchscreen). Turn the Black- 
Berry off and remove the battery for at least 30 
seconds. Reinstall the battery and turn the device 
back on. 

BlackBerry Storm, Storm2. Soft resets usu- 
ally involve pulling the battery, but you can 
also use the Soft Reset app that is available OTA 
(over the air). After you install the app, you 
must disable Compatibility Mode: Tap Options, 
Advanced Options, and Applications; then tap 
the BlackBerry Menu button and highlight Dis- 
able Compatibility Mode. Now, launch Soft Re- 
set and tap the Reset button. 



BlackBerry Torch. Press and hold ALT-Right 
Shift-Del keys. 

HTC FUZE, Touch Cruise, Touch Diamond. 

You'll want to insert the tip of the phone's sty- 
lus into the reset hole located on the bottom of 
the device. 

HTC HD2, Touch Pro, Touch Pro2. Use a 
small object, such as a toothpick or stylus, to 
press the reset button, which is located be- 
low the battery and SIM card slot. 

iPhone (all models). Press and hold the 
Sleep /Wake button on the top of the iPhone 
and the Home button. Continue to hold both 
buttons (approximately 10 seconds) until the 
display goes blank. You'll see the white Apple 
logo as the iPhone reboots. 

Nokia (all models). Power your phone off 
and remove the battery for 30 seconds. Rein- 
stall the battery and power the phone on. Al- 
ternately, you can enter the code *#7380# and 
select Yes. 

Palm Pre Plus. If the phone's menus are 
still active, select Device Info, choose Reset Op- 
tions, and select Soft Reset. If the phone is 
locked up or frozen, hold the power button 
and cycle the ringer button on and off three 
times. If that doesn't work, press and hold the 
Orange, Sym, and R keys until the device re- 
boots. Turn the phone off, remove the battery 
for 10 seconds, reinstall the battery, and power 
the phone up. 

Windows Phone 7. Turn the phone off, and 
back on. Alternatively, you can remove the 
battery for 30 seconds, reinstall the battery, 
and turn the phone back on. 
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All other smartphones. You can generally per- 
form a soft reset by powering the phone off and then 
on or removing the battery and replacing it after 
30 seconds. 

Hard Reset 

A hard reset is a last-ditch option that returns 
your phone to its factory settings, which means you 
will lose all data and any installed applications. Be- 
fore performing a hard reset, you will want to re- 
move the memory card from your phone; that way 
you can recover data from the card later. 

Android (all models with functioning menu 
systems). One of the following menu-based systems 
for performing a hard reset should work, depending 
on the phone and version of Android. 

Open the application menu. Tap Settings, SD 
Card & Phone Storage, and Factory Data Reset, and 
then follow the on-screen instructions. 

From the Home screen, tap Menu, Settings, Pri- 
vacy, and Factory Data Reset, and then follow the 
on-screen instructions. 

From the Home screen, tap Menu, Settings, Se- 
curity, and Factory Data Reset, and then follow the 
on-screen instructions. 

When the menu system isn't functional, the fol- 
lowing phone-specific options will be helpful for 
performing a hard reset. 

T-Mobile Gl. With the Gl powered off, press and 
hold the Home-End keys until you see a triangle 
with an exclamation point. Open the QWERTY key- 
board and press ALT-W. 

T-Mobile G2. With the G2 powered off, press 
and hold the Volume Down button while you tap 
the Power button. After the Android logo appears, 
release the Volume Down button. Press the Volume 
Down button again, select Clear Storage, and press 
the Power button. Press Volume Up to start the fac- 
tory reset. 

Motorola Droid. Turn the phone off. Press and 
hold the Power-X keys to force the phone into re- 
covery mode. Next, press and hold the Volume Up- 
Camera key to display the recovery menu. Select 
Wipe Data /Factory Reset from the menu, and then 
select Reboot Phone. 

BlackBerry (all models). Remove the battery and 
wait for about 30 seconds. Reinstall the battery and 
turn the phone on. 

HTC FUZE. With the device turned on, press 
and hold the Left and Right soft keys. While hold- 
ing the keys, use the stylus to press and hold the 
Reset button on the bottom of the device near the 
USB port. Text on the display will ask you to con- 
firm the reset. 



HTC HD2. With the device powered off, press 
and hold the Volume Up and Volume Down buttons. 
With the volume buttons depressed, press and release 
the End/Power button. When a warning message dis- 
plays, release the volume buttons. Next, press the Vol- 
ume Up button to perform the reset. Pressing any other 
button cancels the reset. 

HTC Touch Pro, Touch Pro2, Touch Diamond. 
With the device turned on, press and hold the Vol- 
ume Down and Enter buttons. While holding the 
keys, use the stylus to press the Reset button, lo- 
cated under the battery cover. Continue to hold the 
Volume Down and Enter keys until a warning mes- 
sage displays. Release the Volume Down and Enter 
keys, and then press the Volume Up key to reset the 
phone. Pressing any other button cancels the reset. 

iPhone (all models). From the Home screen, 
tap Settings, General, Reset, and Reset All Set- 
tings. This action resets all preferences but retains 
applications and data. If that doesn't work, go to 
the Home screen and tap Settings, General, Reset, 
Erase All Content, and Settings. This will delete 
all data and applications and return the iPhone to 
factory conditions. 

Nokia (all models). With your phone powered on 
or in standby mode, type *#7370# and select Yes when 
prompted. You may need your Lock Code for confir- 
mation. The default lock code is 12345. 

If your phone doesn't turn on, try pressing the 
On/Off button, *, and 3 simultaneously. 

Palm Pre Plus. Open Device Info, tap Reset Op- 
tions, and tap the Full Erase button. And then tap the 
Full Erase button a second time. 

Samsung Behold II. From the Home screen, tap 
Quick List; and then tap Settings, Reset Settings, 
and Master Reset. Next, enter your password and 
tap Yes. 

If the phone is frozen or won't turn on, turn the 
power off and remove the battery. Wait 30 seconds 
before you reinsert the battery. Press and hold the 
Volume Down, Send, and End buttons. Keep hold- 
ing the buttons down until a graphic appears on 
the display, and then press the Menu key to start 
the reset. 

Samsung Captivate, Epic 4G, Vibrant. Power off 
your phone and remove the battery. Wait 30 seconds 
and reinsert the battery. Press and hold the Volume 
Down button while pressing and releasing the Power 
button. Press the Volume Down button to select Clear 
Storage, and then press the Power button. Confirm 
the reset by pressing the Volume Up button. 

Windows Phone 7. Slide left and tap the arrow 
icon. Next, Tap Settings and select About, scroll to the 
bottom of the display, and tap Reset Your Phone. ▲ 
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The Traveler's 

911 Directory 



AIRLINES 



Air Canada 

www. aircanada . com 
mobile . aircanada. ca 
Information and reservations 

(888) 247-2262 
Baggage information 
) 689-2247 



American Airlines 

www.aa.com; mobile.aa.com 
Reservations (800) 433-7300 
TDD (800) 543-1586 
Eight information (800) 223-5436 
Baggage delayed less than five 

days (800) 535-5225 
Ticket refund requests 

(918) 254-3777 

British Airways 

www.britishairways.com 
ba2go.com (mobile) 
Information and reservations 
(800) 247-9297 

Continental Airlines 

ww w. continental .com 




pda.continental.com 
Reservations to U.S. and Mexico 

destinations (800) 523-3273 
Reservations to international 

destinations (800) 231-0856 
TDD (800) 343-9195 
Flight information (800) 784-4444 
Baggage information 

(800) 335-2247 
OnePass frequent flyer 

assistance (713) 952-1630 

Delta Air Lines 

www.delta.com 
mobile.delta.com 
Reservations (800) 221-1212 
Flight information (800) 325-1999 
Baggage information 

(800) 325-8224 
SkyMiles members 

(800) 323-2323 

Frontier Airlines 

www. frontier airlines . com 
Reservations (800) 432-1359 
Customer relations (800) 265-5505 

JetBlue Airways 

www.jetblue.com 
mobile.jetblue.com 

(800) 538-2583 

Lufthansa 

www.lufthansa.com 
mobile.lufthansa.com 
Information and reservations 
(800) 399-5838 

Southwest Airlines 

www. south west . com 
mobile.southwest.com 
(800) 435-9792 
TDD (800) 533-1305 

Spirit Airlines 

www. spiritair. com 

(800) 772-7117 



United Airlines 

www.united.com 
www.ua2go.com (mobile) 
Reservations (800) 864-8331 
International reservations 

(800) 538-2929 
TDD (800) 323-0170 

US Airways 

www.usairways.com 
Reservations to U.S. and Canada 

destinations (800) 428-4322 
Reservations to international 

destinations (800) 622-1015 
TDD (800) 245-2966 
Customer service (800) 943-5436 



VEHICLE 

RENTALS 



Advantage Rent A Car 

www.advantage.com 
Reservations (866) 661-2722 or 

(210) 344-4712 outside the U.S. 
Customer service 

(800) 777-5524 

Alamo Rent A Car 

www.alamo.com 

(800) 462-5266 
TDD (800) 522-9292 

Avis 

www.avis.com 
mobile.avis.com 
Reservations (800) 331-1212 
TDD (800) 331-2323 
Customer service (800) 352-7900 

Budget Rent A Car System 

www.budget.com 
mobile.budget.com 
Reservations in the U.S. 

(800) 527-0700 
Reservations outside the U.S. 

(800) 472-3325 
TDD (800) 826-5510 
Roadside assistance (800) 354-2847 
Customer service (800) 214-6094 

Dollar Rent A Car 

www.dollar.com 
Reservations (800) 800-3665 
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Reservations outside the U.S. 

(800) 800-6000 
TDD (800) 232-3301 
24-hour roadside assistance 

(800) 235-9393 

Enterprise Rent-A-Car 

www. enterprise . com 
Reservations (800) 261-7331 
TDD (866) 534-9270 

Hertz 

www.hertz.com 

hertz.mobi 

Reservations (800) 654-3131 

Reservations outside the U.S. 

(800) 654-3001 
TDD (800) 654-2280 
Extend rental (800) 654-4174 
Billing information 

(800) 654-4173 
Customer relations 
) 777-6095 



National Car Rental 

www.nationalcar.com 
(800) 227-7368 
TDD (800) 328-6323 

Payless Car Rental 

www.paylesscarrental.com 
(800) 729-5377 

Thrifty Car Rental 

www.thrifty.com 
Reservations (800) 847-4389 
Emergency (877) 283-0898 

TRAVEL 

SERVICES 

AAA 

www.aaa.com 
aaa.mobi 

Roadside assistance 
(800) 222-4357 

Expedia 

www.expedia.com 
(800) 397-3342 

Hotwire 

www.hotwire.com 



(866) 468-9473 

OCS (Overseas Citizens 

Services) traveler's hotline 

(202) 647-5225 or 

(888)407-4747 
After-hours emergencies 

(202) 647-4000 

Orbitz 

www.orbitz.com 

mobile . orbitz . com 

) 656-4546 



Priceline 

www.priceline.com 
priceline.mobi 
(800) 774-2354 

Travelocity 

www.travelocity.com 
mobile.travelocity.com 
(888) 872-8356 

HOTELS 



Candlewood Suites 

www.candlewoodsuites.com 
mobile . candlewoodsuites. com 
) 226-3539 



Chase Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Choice Hotels International 

(Cambria Suites, Comfort 
Inn, Comfort Suites, 
Quality Inn, Sleep Inn, 
Clarion, MainStay Suites, 
Suburban Extended Stay 
Hotel, Econo Lodge, and 
Rodeway Inn) 

www. choicehotels . com 

(877) 424-6423 

Courtyard Hotels 

www.courtyard.com 
courtyard.mobi 

) 236-2427 



Crowne Plaza Hotels & Resorts 

www.crowneplaza.com 
mobile . cro wneplaza . com 
(877) 227-6963 



Doubletree Hotels 

www. doubletree . com 
doubletree.mobi 
(800) 222-8733 

Embassy Suites Hotels 

www.embassysuites.com 
embassysuites.mobi 
(800) 362-2779 

Four Seasons 
Hotels & Resorts 

www.fourseasons.com 
mobile . f ourseasons .com 
(800) 819-5053 

Hampton Inn Hotels 
& Suites 

www.hamptoninn.com 
hamptoninn.mobi 
(800) 426-7866 

Hawthorn Suites 

www.hawthorn.com 
(800) 527-1133 

Hilton Hotels 

www.hilton.com 
hilton.mobi 
(800) 445-8667 

Holiday Inn 

www.holidayinn.com 
mobile.holidayinn.com 
(888) 465-4329 

Holiday Inn Express 

www.hiexpress.com 
mobile.hiexpress.com 
(888) 465-4329 

Homewood Suites 

www.homewoodsuites.com 
homewoodsuites.mobi 

(800) 225-5466 

Hyatt Hotels & Resorts 

www.hyatt.com 
Hyatt Hotels & Resorts 

(888) 591-1234 
TDD (800) 228-9548 
Hyatt Place (888) 492-8847 
Hyatt Summerfield Suites 

(866) 974-9288 



Marriott 

www.marriott.com 
marriott.mobi 
(888) 236-2427 

Park Plaza 

www.parkplaza.com 
(800) 777-1700 

Radisson Hotels & Resorts 

www.radisson.com 
(888) 201-1718 

Ramada Worldwide 

www.ramada.com 

(800) 272-6232 

Renaissance 
Hotels & Resorts 

www.renaissancehotel.com 
(888) 236-2427 

Residence Inn 

www.residenceinn.com 
residenceinn.mobi 
(888) 236-2427 

Ritz-Carlton Hotels & Resorts 

www.ritzcarlton.com 
(800) 542-8680 

Sheraton Hotels & Resorts 

www.sheraton.com 

(800) 325-3535 

Staybridge Suites 

www.staybridge.com 
mobile . staybridge .com 

(877) 238-8889 

Westin Hotels & Resorts 

www.westin.com 
(800) 937-8461 

Wingate Inns 

www.wingateinns.com 
(800) 228-1000 

Woodfin Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Wyndham Hotels & Resorts 

www.wyndham.com 
(877) 999-3223 
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Apple Releases The Thinner & Faster iPad 2 

■ The original iPad is a great example of how tablet computers can be high-quality devices for entertainment as well as productivity. The 
iPad 2 is much the same with some noticeable improvements over the original Apple tablet that make it more useful (not to mention thinner 

and lighter despite its slightly larger screen). The 
iPad 2 also features two cameras: a front-facing 
VGA camera and an HD, 720p rear-facing camera 
with 5X digital zoom. The addition of cameras 
makes using the FaceTime program possible. 
iPad 2 models are available with 3G (through 
AT&T or Verizon) and Wi-Fi connectivity or just 
Wi-Fi. According to Apple, the battery lasts up 
to 10 hours per charge if you are watching video 
or surfing the Web via Wi-Fi, or up to nine hours 
while Web browsing via 3G. The iPad 2 comes in 
16GB, 32GB, or 64GB capacities. 

'^ACE Courtesy Apple 




A New Take 
On The 
Smartphone 




■ The whole idea behind 
the Flip Phone, designed by 
Kristian Ulrich Larsen, is to 
take the widely used design 
of the smartphone and turn it 
on its head. The Flip Phone's 
design features three separate 
touchscreens, which creates a 
unique look and experience 

when you surf the Web, communicate with others, or use apps. You can fold the flexible touchscreens in multiple directions to create a va- 
riety of viewing environments: display one page across multiple screens or a different page on each screen. You can also manage your music, 
search the Web, and text a friend all at the same time. The possibilities and potential uses of this phone are almost endless as app designers 
can utilize the multiple, flexible displays to build apps that may not be available on the current generation of devices. 
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messaging 




Deliver even more impact to your digital messaging with the 
NEC V Series, commercial-grade, large-screen LCD displays 
that provide a cost-conscious solution for digital signage 
applications. These 32", 42" and 46" models feature 
rear-mounted speakers, a public display-grade panel that 
protects against permanent image retention and a full selection 
of inputs, which allows you to connect to a wide range of 
peripheral devices. The high-performance panel and an 
abundance of advanced technologies that promote extended 
use, along with an adaptable cabinet design, make the V Series 
ideal for retail and restaurant markets, as well as indoor venues, 
training facilities and corporate boardrooms. 



V Series 

32" V321-2 
42" V421-2 
46" V461-2 




Available through: 




ForBusiness | 



www.bestbuybusiness.com 
877.393.1038 
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A LOT OF THOUGHT GOES INTO 
OUR MACHINES, SO YOU DONT 
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Processor Rating 



Each Lenovo PC is built on 
a thousand little innovations. 



Powered by Intel® Core™ 13 processor 
for smart performance. 



OneKey® Rescue System 

Restore your PC and recover valuable 
data with the touch of a button. 

Fingerprint Reader 

Uses biotechnology to scan your finger, 
providing an easy and secure login and 
password management solution. 

Active Protection System™ 

Protects hard disk drive 
from sudden shocks. 
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LENOVO B560 

Affordable Everyday Notebook 

Intel® Pentium® processor P6200 
Fingerprint Reader 
Lenovo ReadyComm 
OneKey® Rescue System 
Available at all Best Buy locations 
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Sleek. Professional. Secure. 
Intel® Core™ S3-380M processor 
Stylish, sharp professional look 
with metallic cover 
Thin design - 1 .3" 
Fingerprint Reader 
Active Protection System™ 
Available at select Best Buy locations 



BUY 
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Trademarks: The following are trademarks or registered trac 
trademarks of Intel Corporation in the U.S. and/or other oounti 
may be trademarks or service marks of others. ©2011 Lenov 
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its reserved. 
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